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Dissertation Title: Improving the Performance of LoRa Based Wireless Transceivers

Abstract: The use of wireless technologies dominates the everyday life of a modern
society. Internet of Things, the new paradigm of interaction between humans and
their environment, unlocks advanced scenarios of collecting information from the
real world using various sensors. One of the recently developed technologies, that is
a potential candidate to become a prevalent technology exploited in the Internet of
Things arena, is LoRa. The technology has been extensively explored in numerous
theoretical and experimental studies, and a significant insight has been gained.
However, to provide a deeper insight into LoRa technology capabilities, the novel
LoRa transceiver with improved characteristics in terms of sensitivity and immunity
to external interferences has been developed. This work presents the development
methodology, as well as the laboratory experiments that verified the transceiver’s
superior characteristics. In addition, it provides performance comparison with two
widely adopted commercial solutions. The results have shown that the novel LoRa
transceiver has an improved sensitivity of 15-25dB, while the field experiments
revealed higher immunity to external interferences.

The second part of the thesis explores LoRa capabilities and limitations by de-
ploying the novel transceiver along with the two commercial transceivers in various
experimental scenarios. Namely, the transceivers were deployed in very long and
ultra-long distance links providing two propagation conditions: line-of-sight over
land and line-of-sight over seawater. In addition, obstructed line-of-sight scenario
over sea water has been investigated. The results indicate that 112km long links
over land are fully feasible using low-cost, rubber-duck, omnidirectional antennas
and standard output powers in two ISM frequency bands, 868 MHz and 434 MHz,
provided that line-of-sight is guaranteed. Furthermore, it has been shown that such
links can be established for virtually any combination of LoRa parameters, since
the experiments were carried out deploying three different, characteristic, set of
LoRa parameters, namely: for spreading factors of SF € {7,10,12}, within a fixed
bandwidth of BW = 125kHz, and deploying fixed coding rate of CR = 4/6. The
short and long-term temporal analysis of the links revealed that the main cause

of packet reception rate deterioration are multipath propagation effects, while the



radio-interference has negligible effects on packet reception rate. Furthermore, it
has been demonstrated that ultra-long distance links of 316 km are also possible, in
both ISM bands of interest, but using only novel LoRa transceiver. The significance
of the results is amplified by the fact that omnidirectional antennas were used in
the experiments with standard output powers.

Finally, the experiments over seawater revealed that links up to 22km in line-of-
sight mode are fully feasible using low-cost, rubber-duck, omnidirectional antennas
and standard output powers with link margin yielding more than 15dB in both ISM
frequency bands. Moreover, the links in obstructed line-of-sight mode over 28 km are
also possible in ISM 434 MHz band; however, there are certain limitations when it
comes to their practical implementations since costly and bulky antennas are needed
on both sides and transmission reliability is not guaranteed.

Keywords: IoT, LPWAN, LoRaWAN, LoRa, transceiver, long range, sensitivity,
interference, immunity

Scientific area: Technical Sciences, Electrical Engineering

Specific scientific area: Electronics

UDK number: 621.3
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Naslov teze: Poboljsanje performansi beziénih primopredajnika zasnovanih na

LoRa modulaciji

Rezime: Savremene beziéne tehnologije znac¢ajno uticu na svakodnevni zivot mod-
ernog drustva. [Internet stvari, nova paradigma interakcije coveka sa njegovom
okolinom, omogucava brzo prikupljanje i selektovanje informacija iz realnog sveta
koristec¢i razlicite vrste senzora. Jedna od novih tehnologija, koja je potencijalni
kandidat da postane najmasovnije upotrebljavana tehnologija u takvim sistemima
jeste upravo LoRa. Ova tehnologija je, do sada, ispitivana kroz brojne teoretske i
eskperimentalne studije.

Da bi se obezbedio dublji uvid u moguénosti tehnologije, razvijen je novi LoRa
primopredajnik sa poboljsanim karakteristikama u smislu osetljivosti i imunosti na
smetnje. U tezi je prikazana metodologija razvoja novog primopredajnika i dati su
rezultati laboratorijskih ispitivanja koji verifikuju poboljsane performanse. Takodje
su uradjena uporedna ispitivanja novorazvijenog primopredajnika sa dva veoma
rasprostranjena komercijalna primopredajnika. Rezultati ispitivanja su pokazali,
da novi LoRa primopredajnik ima poboljsanu osetljivost u opsegu 15-25dB, dok su
rezultati ispitivanja u realnim uslovima dodatno utvrdili i ve¢u imunost na spoljnje
smetnje.

U drugom delu teze su dati rezultati eksperimenta izvrsenih u realnim uslovima.
Novi LoRa primopredjanik je ispitivan na vrlo dugackim i izuzetno dugackim trasama
u dva karakteristicna propagaciona scenarija: kada je zadovoljen uslov opticke vidlji-
vosti i kada je opticka vidljivost blokirana izmedju prijemnika i predajnika. U ovim
eksperimentima linkovi su formirani iznad kopna i iznad mora.

Rezultati eksperimenata su pokazali da, ukoliko je obezbedjena opticka vidljivost
izmedju prijemnika i predajnika, linkovi u duzini od 112km iznad kopna u pot-
punosti su izvodljivi, koriste¢i omnidirekcione antene i standardnu izlaznu snagu u
oba ISM opsega, 868 MHz i 434 MHz. Takodje, pokazano je da takvi linkovi mogu
biti uspostavljeni za bilo koju kombinaciju LoRa parametara, ukljucujuc¢i i komer-
cijalne primopredajnike, s obzirom na to da su eksperimenti izvrSeni za tri karak-
teristicna seta LoRa parametara, naime: koristeéi faktore Sirenja SF € {7,10, 12}

unutar fiksnog LoRa opsega od BW = 125kHz i upotrebom zastitnog kodovanja
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CR = 4/6. Analiza parametara linka u vremenskom domenu je pokazala da je
glavni uzrok gubitka paketa mulitpath propagacija signala, dok je radio-interferencija
imala zanemariv doprinos gubitku paketa. Dalje je pokazano da su izuzetno dugacki
linkovi, duzine 316 km, izvodljivi koriste¢i novorazvijeni primopredajnik u oba ISM
opsega od interesa, upotrebljavaju¢i omnidirekcione antene i standardne izlazne
snage. Konacno, eksperimenti iznad morske povrsine su pokazali da, ukoliko pos-
toji opticka vidljivost izmedju prijemnika i predajnika, linkovi u duzini od 22 km su
moguci i to u oba ISM opsega od interesa, koriste¢i omnidirekcione antene i stan-
dardne izlazne snage; margina linka od 15 dB u oba frekvencijska opsega implicira da
su moguca i veca rastojanja. Eksperimentalno je utvrdjeno i da, ukoliko je opticka
vidljivost preko morske povrsine izmedju prijemnika i predajnika blokirana, moguce
je uspostaviti link u duzini od 28 km na frekvenciji od 434 MHz, upotrebom antena
sa ve¢im pojacanjem, ali kvalitet prenosa u ovom slucaju ne moze biti garantovan.
Kljuéne reci: IoT, LPWAN, LoRaWAN, LoRa, primopredajnik, dugacki linkovi,
osetljivost, interferencija, imunost

Naucéna oblast: tehnicke nauke, elektrotehnika

UzZa nauéna oblast: elektronika

UDK broj: 621.3
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Chapter 1

Introduction

In recent years several new technologies have emerged in IoT arena. These
technologies unlocked the new use cases and accelerated the development of different
paradigms applied in wireless sensors networks [1-3]. One such technology is LoRa
(Long Range), developed by Semtech.

LoRa is one of the several technologies that have been developed lately to address
the problem of high power consumption in existing wireless sensor networks and to
extend the range [4]. As a consequence, a new paradigm has been developed, and
traditional mesh wireless sensor network topologies shifted to star topologies, elim-
inating complex routing protocols, consequently lowering the power consumption
while increasing the transmission reliability.

Such technologies trade data rate for sensitivity [5]; some of them utilize spread
spectrum types of modulation, while others exploit narrow band technology. They
mostly operate in unlicensed part of the spectrum, enabling free of charge data
transfer. Due to extended ranges and low power consumption, they are mostly
utilized in Low Power Wide Area Networks (LPWANS) [6,7].

The advent of LoRa technology is followed by the increased efforts of the scientific
community to assess the potentials of the technology and gain deeper insights into
its capabilities and limitations. Numerous experiments have been carried out in
both laboratory and field; the focus was mostly on range exploration in different
propagation scenarios, packet loss, and technology suitability for different industrial
applications.

However, the conclusions drawn from those experiments are limited by several



factors. The use of commercial general-purpose LoRa development kits masks the
real capabilities of LoRa transceivers since trade-offs in the kit design often lead
to suboptimal performance. The antenna radiation pattern, gain and RF front-end
impedance matching are often not specified, thus limiting the correct interpretation
of experimental results. A small number of packets sent prevents statistical pro-
cessing of the experimental data. The reporting of grossly aggregate performance
metrics, typically limited to long-term average values of Received Signal Strength
(RSS) and packet loss, does not give information about short-term fluctuations
and temporal variability of link behavior. In addition, no information is given as
to whether and how RSS calibration is performed, which somewhat limits the in-
formativeness of experimental results reported in such previous works. Finally, test
scenarios explored are usually urban areas where nodes are placed at relatively short
distances, which restricts obtaining the deeper insight into technology capabilities
in terms of range.

To bridge the identified gaps and provide a deeper insight into LoRa technology
and its limitations, we first designed the novel LoRa transceiver with improved char-
acteristics in terms of sensitivity and immunity to external interferences. Next, we
carried out laboratory experiments to verify its characteristics and confirm improved
sensitivity. Further, we performed the field tests which aimed to explore transceiver’s
characteristics in real operating conditions - primarily immunity to external inter-
ferences - and to investigate the feasibility and analyze long and ultra-long LoRa
links. For that purpose, we deployed various commercial transceivers, as well as the
own-developed transceiver in different experimental scenarios. Namely, we investi-
gated two typical propagation conditions: Line-of-Sight (LOS) and obstructed LOS.
The LOS experimental scenario encompassed three different testbeds: 1) LOS over
seawater (22km), 2) LOS over land (112km); and 3) LOS over land (316 km). On
the other hand, obstructed LOS scenario included testbed over seawater (28 km).
All the experiments were performed deploying transceivers to operate simultane-
ously in two different Industrial, Scientific, and Medical (ISM) bands: 868 MHz,
and 434 MHz.

To further address the identified gaps, we calibrated the RSS indicators of each



transceiver used in the experiments and investigated the linearity of their Signal-to-
Noise (SNR) measurement chains, determining the RSS threshold for which the SNR
measurement chains go into saturation. In addition, we deployed antennas of known
radiation pattern and gain, providing correct impedance matching. Finally, we
increased the traffic between experimental nodes significantly in comparison to the
others experiments thus enabling statistical processing of the measurement results
and more robust conclusions.

The presented approach led to the following contributions:

e The development of the highly-sensitive LoRa transceiver yielding 5dB of
sensitivity improvement in comparison to the value specified in the LoRa mo-
dem specifications used to develop the novel transceiver; moreover, the bet-
ter sensitivity of 15-25dB in comparison to two widely adopted commercial

transceivers.

e Demonstration of very long and ultra-long LoRa links using low-cost commercial-
off-the-shelf (COTS) omnidirectional antennas with standard-compliant out-

put power in two ISM bands: 868 MHz and 434 MHz.

e Temporal analysis of the link variability for different spreading factors (7, 10,
12) within a fixed LoRa bandwidth of 125kHz in four experimental cases: 1)
LOS over seawater (22km), 2) obstructed LOS over seawater (28 km), 3) LOS
over land (112km); and 4) LOS over land (316 km).

The thesis is organized into six chapters, summarized as follows:

Chapter 2 firstly introduces fundamentals of LoRa technology by providing avail-
able technical details. Next, it gives an overview of the LoRa transceivers developed
by the scientific community and analyzes them in terms of hardware design. Ad-
ditionally, commercial transceivers used in the scientific experiments are presented.
Finally, a detailed overview of experiments carried out is reported, as well as the
conclusions drawn.

Chapter 3 presents the design and implementation methodology of the LoRa
transceiver with improved characteristics. A theoretical background is given, as

well as a detailed development methodology. A Printed Circuit Board (PCB) model
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is provided and simulations performed to verify the PCB layout of the transceiver.
In addition, the firmware implementation methodology is presented.

Chapter 4 gives an overview of the laboratory experimental setup and methods
used to verify the characteristics of the transceiver. The results of sensitivity tests,
RF output power measurements, and power consumption measurements are given.
The RSS indicator correction factors are determined and SNR measurement chain
linearity is investigated.

Chapter 5 explores LoRa capabilities in the field experiments deploying different
transceivers in various experiments. Two experimental scenarios are investigated:
LOS over land and seawater, and blocked LOS over seawater in two ISM frequency
bands, namely 868 MHz and 434 MHz. The measurements are performed for three
different values of spreading factor, SF € {7, 10,12}, within fixed LoRa bandwidth
of 125kHz and a coding rate of CR = 4/6. The temporal analysis of the links is
provided and corresponding conclusions delivered.

Chapter 6 presents concluding remarks and perspectives for future work.



Chapter 2

State of the Art

In this section, we provide a theoretical background for LoRa modulation and
present LoRa technology fundamentals. In addition, we report on the work of other
research groups that developed LoRa transceivers to be deployed in scientific ex-
periments and deliver brief descriptions of widely adopted commercial transceivers
by the scientific community. Further, we present the LoRa experimental results
obtained in different experimental scenarios, as well as the conclusions drawn from
these experiments. Finally, we identify the gaps that exist in the current state of

the art which must be addressed to provide a deeper insight into LoRa technology.
2.1 LoRa Fundamentals

LoRa is a proprietary low-power wireless technology developed by Semtech. It lever-
ages chirp spread spectrum modulation to increase receiver sensitivity within a fixed
channel bandwidth, at the cost of limited throughput [4]. Spread spectrum refers
to a general technique in which the transmission bandwidth is increased signifi-
cantly above the minimum required to convey a certain amount of information. It
is currently used in many systems, including WiFi, Bluetooth, and 4G which have
proved the effectiveness of the technique. The amount of spreading is defined by the
Spreading Factor (SF), which is the ratio between the transmission RF bandwidth
and the baseband bandwidth. All the spread spectrum systems devised so far confer
a degree of resistance to noise and interference that is proportional to the SF, as

can be deducted from Shannon’s channel capacity formula:
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where C' is capacity or throughput in bits per second, B is bandwidth in hertz,
S is the signal power in watt, and /N is the noise power in watt.

The same channel capacity can be obtained with a wide bandwidth and low
SNR or vice versa. Of course, because of the logarithmic dependence, increasing the
bandwidth has a stronger effect than increasing the SNR. Nevertheless, it must be
kept in mind that the thermal noise, which controls the ultimate lower limit of the
noise power N, is proportional to both the absolute temperature and the bandwidth.

There are many ways to spread the spectrum of a given signal. For example,
Bluetooth uses a technique called frequency hopping, in which the carrier frequency
of the modulated signal changes in subsequent intervals according to a specific
pseudo noise pattern known by both the transmitter and the receiver. WiFi, on
the other hand, uses a completely different strategy - the data sequence that con-
tains the information is multiplied by a pseudo-noise sequence at a much higher data
rate. The resulting signal has the same bandwidth of the pseudo-noise sequence,
thus effecting the ”spreading of the spectrum”. To recover the information contained
in the spread sequence one needs to multiply it by the original pseudo-noise signal
that was used at the modulator. This has also the effect of reducing the spectrum
occupancy to that of the original baseband signal.

At the receiver, after demodulation, the recovered baseband signal is multiplied
by the same pseudo-noise sequence that was used in transmission to yield the original
signal. This requires the receiver to be synchronized with the transmitter and to
possess a local copy of the pseudo noise sequence used in transmission. Multiplying
by a different sequence, or by the same signal offset in time will result in a very
low signal because in effect we are performing the cross-correlation between the
recovered baseband signal and the pseudo noise sequence. The cross-correlation will
show a high value when the local pseudo-noise sequence matches the one used in
transmission and very low value for all other sequences if the sequence is offset in
time. As might be expected, the pseudo-noise sequence must be of a particular kind

that has a strong autocorrelation at zero time offset and very low elsewhere.



LoRa [4, 8] is proprietary modulation based on spread spectrum techniques de-
veloped by Semtech. In this type of modulation, the bandwidth spreading is done
using ”chirps”, i.e. pulses of linearly increasing (or decreasing) frequency, spanning
the whole bandwidth allocated for transmission. An example of such chirps is shown

in Fig. 2.1.
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Figure 2.1: LoRa physical layer. Signals used to convey information: (a) up-chirp and
(b) down-chirp; (c) transmitted signal composed of two up-chirps and two down-chirps;
(d) LoRa packet spectrogram captured by real-time spectrum analyzer.

Data to be transmitted is encoded in abrupt changes from up-chirp to down-
chirp or vice versa, maintaining a constant envelope of the modulated signal [5],
which simplifies the design of the amplifiers since there is no need for the complex
and expensive ones required by other types of modulation [9]. At the receiver side,
the same F. tone is used to down-convert the signal to baseband, where essentially
the reverse of the operations performed in transmitting is undertaken to recover the

original data affected by the inevitable noise.



Demodulation is accomplished in two steps: 1) multiplying the received signal
by the conjugate of each of the two chirps used in transmission, which turns each
modulated symbol into regions of constant frequency; and 2) performing a Fast
Fourier Transform (FFT) in each region. The peak of the FFT represents the value
of the received symbol, easily distinguishable even in the presence of considerable
noise or interference [10].

There are three LoRa parameters that enable the designer of the LoRa link to
balance between bit rate and robustness of the transmission: Bandwidth (BW),
Spreading Factor (SF), and Coding Rate (CR). The bandwidths used in LoRa links
can take BW € {125,250,500} kHz, while spreading factors can be SF € [6,12].
Coding rate offers the possibility to add up to four redundant bits for error han-
dling after every 4-bit chunk of payload transmitted, making the transmission more
resistant to interference bursts.

We can opt for higher sensitivity by choosing a higher spreading factor, or for a
higher bit rate by selecting lower spreading factor. Higher spreading factors result in
longer symbol periods and longer packet air times, whereas a lower spreading factor

yields shorter transmission times. These trade-offs are illustrated in Fig. 2.2.
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Figure 2.2: Trade-off between symbol period and spreading factor.

Finally, LoRa technology offers two advantages over other technologies used in

LPWANSs. Since the modulated signal is continuously changing in frequency it is



more tolerant to clock inaccuracies and also to Doppler shifts caused by movements
between the transmitter and the receiver [11]. Additionally, the main modulation
mechanism i.e. abrupt change of the frequency, facilitates reception of very weak

LoRa signals, even below the noise floor of the transceiver.

2.2 LoRa Transceivers Developed by Scientific
Community

Most of the experiments carried out by the scientific community so far were per-
formed using commercial transceivers. As already explained, this approach has
several downsides. On the other hand, it enables fast planning and execution of the
experiments since research groups do not need to develop their own transceivers and
experimental setups. However, there are several research groups which developed
their own transceivers, optimizing them for different experimental purposes.

For example, in [12] a general-purpose transceiver is presented. The transceiver is
optimized in terms of power consumption, size, and cost. It encompasses three sub-
blocks: digital sub-block, RF sub-block, and the interface for connecting different
Sensors.

The operation of the transceiver is managed by the microcontroller from ST,
STM32L051, which is based on ARM Cortex M0+ core. This microcontroller is
selected since it is optimized for low-power operation.

The RF part is implemented using LoRa module from Dorji, DRF1272F, which
is capable of modulating signals in 868 MHz band, exploiting spreading factors
SF € [6,12], within the bandwidth of 125kHz. Here it is worth noting that this
approach of implementing the RF sub-block, i.e. using already developed LoRa
module, is one of the two widely used. Namely, the second approach implies the
usage of the LoRa modem Integrated Circuit (IC), and design of RF front-end on
the same PCB where the digital sub-block is realized. Both approaches have ad-
vantages and downsides. For example, usage of already developed module simplifies
and shortens the time needed to develop the transceiver; on the other hand, the

attenuation of the transmitted /received signal is increased since there are multiple



impedance discontinuities on the signal path from the LoRa modem IC pin to the
antenna connector. This has a direct impact on the sensitivity and output power of
the transceiver, by decreasing both. On the contrary, designing and implementing
the customized RF sub-block enables the achievement of higher sensitivity, as well
as the output power, but this approach is more complex and requires additional
development time.

The sensor interface provides connectivity to different sensors, but the authors
do not specify which interfaces they implemented. Further, the authors claim that
they ported LoRaWAN MAC to the microcontroller and modified it to fit their
experimental scenario, implementing an algorithm which manages the use of different
spreading factors fulfilling the low-power requirements.

The low-power characteristics of the transceiver are demonstrated by compar-
ing its power consumption with power consumption of Microchip RN2483 LoRa
module. The measurement results showed the difference in three operation modes,
namely sleep, receive, and transmit, yielding Algeep = 9.55 NA, Aljransmit = 12mA,
Al eceive = 3.7mA, respectively.

In [13], a compact low-power LoRa IoT sensor node with extended dynamic
range for channel measurements is presented. This transceiver is primarily meant
to be deployed in the experiments where a wide dynamic range of RSS should be
measured, without saturating the SNR measurement chain.

The node consists of the digital part, RF part, and peripherals. The digital part
encompasses microcontroller and NAND flash; the authors opted for 8-bit micro-
controller based on 8051 architecture from Silicon Labs, C8051F342, and 32 MB of
NAND flash storage. On the other hand, the RF part consists of LoRa module from
Microchip, RN2438, and two digitally controlled attenuators since this LoRa module
is capable of operating in two different frequency bands: 915 MHz, and 434 MHz.

The node is equipped with 3 sensors: 3D accelerometer, 3D gyroscope, and 3D
magnetometer, which enables the transceiver to be used in applications such as
indoor navigation and motion monitoring. Additionally, there is also a real-time
clock with its own separate 32.768 kHz quartz crystal for timekeeping. Finally, the

node also offers the possibility for different sensors to be connected via flat flexible
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cable to the microcontroller using a full 8-lead microcontroller I/O port, or the SPI
bus.

The hardware design of the node and variety of peripherals makes this transceiver
suitable for a broad range of research applications, such as long-term channel mea-
surements, indoor positioning, environmental monitoring, etc. The software allows
the analysis of very strong input signals by setting the RF front-end attenuation
and recalculation of SNR values to obtain values that are out of the saturation re-
gion of SNR measurement chain. This is useful in indoor applications and small
distances, where the RSS levels can be higher than a threshold which saturates the
SNR measurement chain.

Besides the general-purpose LoRa transceivers, there is also a group of transceivers
developed for specific experiments and purposes. For example, in [14], a low-power
IoT sensor node for waste management within smart cities is presented. The node
is intended to be used for a real-time monitoring of the trash bin load; the authors
claim that the node is optimized in terms of power consumption and adapted to be
used in harsh environments.

The transceiver’s central processing unit is 8-bit microcontroller ATmega328 /P,
which is responsible for reading the trash level sensor and managing the operation of
the transceiver. The trash level detection is realized using the low-cost ultrasound
proximity sensor, HC-SR04. On the other hand, the RF sub-block is implemented
using an already developed LoRa module from Libelium. The node’s firmware pro-
vides compliance with LoRaWAN standard, but the duty cycling of the node is reg-
ulated using an external timer by disabling the module’s power supply. The power
supply for the node is provided from AA 1.5V lithium batteries, with a capacity of
3500 mAh. The device operates in ISM 868 MHz band.

A similar device based on LoRa is presented in [13]. The self-powered environ-
mental monitoring system for smart cities is developed. This device is optimized
in terms of power consumption and cost. It integrates various sensors: tempera-
ture, humidity, ambient light and different gas sensors, such as sensors for carbon
monoxide, carbon dioxide, liquefied petroleum gas, methane, hydrogen, and ozone.

The measurement nodes are powered using solar energy for battery charging and
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continuous operation. As in the previous work, the ATMega328 microcontroller was
used to manage the operation of the node, while RN2483 from Microchip is used
as a LoRa module. Besides these sub-blocks, there is also a power management
sub-block which controls the charging of the Lithium-Ion battery; this sub-block en-
compasses a battery with a capacity of 2600 mAh and a solar panel which provides
an output voltage of 6 V and power of 3.5 W. Finally, there is also a real-time clock
that is used to manage the duty cycling of the transceiver.

In [15] the node that monitors the water pressure and flow together with leak
detection in water distribution network is presented. The node is assembled from
already developed commercial modules. Namely, Moteino MEGA is used as the main
board, which is equipped with the ATMegal284P microcontroller and a HopeRF
RFM95 LoRa module. Besides that, there is a real-time clock, as well as a generic
sensor interface. A Secure Digital (SD) card enables data logging, while the power
management circuit regulates the voltage from the Lithium-Ion battery and provides
its charging. Two sensors are connected to the microcontroller via a generic sensor
interface: the Honeywell PX3AG1BHO10BSAAX pressure sensor and a tiny hydro-
generator. The tiny hydro-generator is used as both flow meter and power harvester
for battery charging.

In [16] the environmental pollution monitoring device is presented. This device
is also assembled from already developed commercial modules. As a carrier board,
the LPC2148 development board is used, which is equipped with LM35 temperature
sensor and humidity sensor (DHT11). In addition, there are three gas sensors: a
carbon dioxide sensor (MQ-135), nitric oxide (MQ-2), and carbon monoxide (MQ-
9). An LCD provides the user interface, while there is also GPS module connected
to provide the position of the measurement node. The LoRa communication module
exploited is based on the SX1278 LoRa modem from Semtech, but the authors do
not specify the manufacturer and the part number of the module.

Finally, in [17] the LoRa module used in the cognitive controller for Heating,
Ventilation, and Air Conditioning (HVAC) system deployed in the non-domestic
building is presented. In this work, the authors upgraded the existing device that

measures the concentration of carbon dioxide, temperature, and humidity with LoRa
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communication module to provide extended transmission range for sensors’ data. As
a LoRa module, the REFM95 from HopeRF that operates in ISM 868 MHz band was
used.

As can be noticed, all the transceivers presented in this section are developed
using the same methodology, which is based on using already developed general-
purpose commercial LoRa modules, which are integrated into the transceiver as
separate small form factor boards, or directly on the PCB where other transceiver’s
sub-blocks are placed. However, such an approach can deteriorate the transceiver’s
overall performance since the commercial modules are impacted with many trade-
offs to provide general purpose functionalities. This is particularly important for
the sensitivity since such trade-offs usually increase the overall noise floor of the
transceiver, consequently reducing its sensitivity. This further implies decreased
range especially in urban areas; for example, locations such as building basements
become unavailable for packet reception, which reduces the number of potential

applications using this technology.

2.3 Commercial LoRa Transceivers Used in
Scientific Experiments

In this section, the overview of commercial LoRa transceivers used in scientific ex-
periments is presented. The focus is on the LoRa nodes, while LoRa gateways
are not considered. The transceivers presented in the section are divided into two
groups: 1) modules, which need host board for the operation; and 2) general-purpose
standalone transceivers.

The modules are usually implemented using LoRa modem IC and an adequate
RF front-end, providing the interface to a host/processor board. Some of the mod-
ules are equipped also with a microcontroller; in this case, the host processor usually
communicates with the module using e.g. AT commands, while all the low-level func-
tions that manage the operation of the LoRa modem are executed on the module’s
microcontroller. This simplifies the design of the firmware but limits the functional-

ities of the transceiver since, usually, offered AT commands are limited and do not
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allow some advanced settings of the LoRa modem. On the other hand, the latter
approach does not have limitations in that sense, but firmware development is more
complex and time consuming.

General-purpose standalone transceivers are equipped with a microcontroller,
power management sub-block, LoRa modem IC, and various peripherals on the
same board. This enables the user to very quickly set up the experimental environ-
ment and start with measurements. However, due to the already presented reasons,
this approach cannot provide reliable experimental data and somewhat limits the
usefulness of the conclusions drawn from such experiments.

The most exploited modules in research applications are HopeRF RFM95, Mi-
crochip RN2903, RFSolutions RF-LORA, Semtech SX1272/1276 Mbed shield, Py-
com LoRa shield, STMicroelectronics Nucleo LoRa shield, and Semtech SX1276
LoRa module.

The first three modules, HopeRF RFM95, Microchip RN2903, and RFSolutions
RF-LORA, are low-cost solutions, meant to be used in the custom-made transceivers
since they have to be soldered on the carrier board. Except RN2903, these modules
do not have a microcontroller, so their operation has to be managed by the host
processor. The Microchip’s LoRa module is managed via UART using predefined
sets of commands. The advantages of these modules are low price, small form factor,
and simple integration in the host system. On the other hand, the main downside
is that they are not optimized in terms of sensitivity. This is the consequence of
small dimensions and high component and trace density which increases the cou-
pling between them; furthermore, due to short traces, the manufacturers opt not to
implement controlled impedance of RF traces which can cause reflections and noise
problems. Moreover, they usually do not have antenna connectors, so the RF sig-
nal experiences additional losses when propagates from LoRa modem IC pin to the
connector on the carrier board and vice versa due to an impedance discontinuity on
the junction between the module and a host board. However, it is worth mentioning
that the RFM95 module from HopeRF is probably the most exploited LoRa module
in different implementations.

Besides "raw” LoRa modules, there are also modules which use raw LoRa mod-
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ules to implement modules which are suitable for some widely adopted platform
such as Raspberry Pi, Arduino, etc. Obviously, the characteristics of such modules
are additionally deteriorated due to reasons already mentioned.

As far as general-purpose standalone LoRa transceivers are concerned, currently,
there are two extensively used in the scientific experiments: LoRaMote from Semtech
and LoRaMote from Microchip.

The LoRaMote from Semtech is based on the LoRa module WiMOD iM880A.
It is capable of operating in one ISM band, namely 868 MHz. The transceiver has

the following sensors on the board:

e 3-axis accelerometer sensor MMA8451Q),
e 3-axis magnetometer sensor MAG3110,
e altimeter, thermometer and pressure sensor MPL3115A2, and

e SAR proximity sensor SX9500.

Besides the sensors, there is also a GPS module, EEPROM, and I/O expander.
The transceiver has a PCB antenna, realized in the form of Planar Inverted F
Antenna (PIFA) which can be detached if necessary, and the SMA connector can
be soldered to provide the connection of the external antenna. The microcontroller
that manages the operation of the transceiver and peripherals is Cortex-M3 based
from ST, STM32L151C8U6.

On the other hand, LoRaMote from Microchip is based on 8-bit PIC18LF45K50
microcontroller and utilizes RN2483 LoRa module. The transceiver is capable of
operating in two ISM bands, 868 MHz and 434 MHz. However, it has to be noted
that there is only one SMA connector which is reserved for 868 MHz band, while
for 434 MHz there is 50 €2 trace that goes to the single pin; this may limit the use
of lower frequency port since there is no option to mount any of the RF antenna
connectors. On the other hand, there are only two sensors on the board: an ambient
light sensor (ALS-PT19-315C), and temperature sensor (MCP9700). Besides that,
there are I/O expanders, LEDs, and an LCD.
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Both transceivers can be powered directly from batteries which simplifies the
field deployment. However, there is a significant difference in the number of sensors
- it seems that LoRaMote from Semtech is more suitable for measurements that
require various sensors, while Microchip is more suitable to provide general LoRa
connectivity, offering advantages when LoRa physical layer is concerned.

Examining carefully the architecture and design methodology of the modules and
general-purpose development boards, and analyzing their usability in the research
applications, several important observations can be made. Firstly, the RF front-end
of the modules is not optimized in terms of the impedance matching and crosstalk.
In addition, they are usually realized as a two-layer PCBs, without a solid ground
plane. As a consequence, immunity to external interferences is decreased, while
radiated emissions from the module are increased, which can potentially impact
other sub-blocks on the carrier board or nearby devices. This is especially harmful
if there is an analog front end on the carrier board where very weak analog signals
are measured and have to be amplified.

Moreover, the various trade-offs in the design, which have to be done to build a
general-purpose standalone transceiver, further decrease the performance in terms
of sensitivity. That can be an issue if the experiments, where the transceiver is to
be deployed, aim to investigate e.g. the maximum attainable range. It is obvious
that, in this case, the results may be misleading, which further can increase the
transmission protocol complexity by adding unnecessary overheads, thus increasing

the node’s power consumption.

2.4 LoRa Field Experiments

A number of experiments have been carried out in the field deploying different
LoRa devices. As stated earlier, commercial development kits were used in different
experimental scenarios, such as indoor, urban, and mixed experimental scenarios.
The overview starts with indoor experiments and presentations of the main results

and conclusions.
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2.4.1 Indoor Test Scenarios

Several works addressed LoRa indoor tests scenarios. For example, in [18], the indoor
signal propagation of LoRa signal was investigated. The authors deployed a pair
of transmitter and receiver, where the transmitter was mobile while the receiver
was fixed. In the first group of experiments, the receiver was positioned in the
basement of the building, while in the second it was on the roof. The transmitter
was sending packets from different locations, while on the receiver side RSS and SNR
were logged together with the time stamp. The propagation was investigated for
868 MHz, deploying one set of LoRa parameters, namely BW = 125kHz, SF = 12.
The results showed that reception was possible only when the transmitter was on
the same side of the building as the receiver.

In [19] a similar work was carried out, but the packet sending rate was set to
be compliant with the LoRaWAN specification. Additionally, during the exper-
iments, three different channels in ISM 868 MHz frequency band were exploited,
within 125 kHz LoRa bandwidth. The current consumption of the mobile node was
measured and logged. Different locations were investigated, up to 60 m far from the
gateway. The gateway logged SNR and RSS of each received packet. The results
showed that packet loss stays below 5 % when the gateway and node are on the same
floor, whereas it was 27 % when the node was located in the basement.

An almost identical work is presented in [20], with the restriction that the mea-
surements were carried out on the same floor of the building. The authors systemat-
ically investigated packet loss for all possible spreading factors within the bandwidth
of 125kHz, as well as coding rates. The results showed that for output power of
14 dBm, packet loss of approximately 25% was observed. It is interesting to note
that in this work the maximum packet loss was observed for SF = 10, which is
unexpected since this is not the LoRa operation mode with the lowest sensitivity.

The results presented in [21] shows that packet reception is possible in an indoor
scenario on each floor of the 12-story building, when the gateway is placed on the
roof of the building. A significant number of the positions was investigated on each

floor, generalizing obtained results. The measurements were performed in 868 MHz
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band.

Finally, in [22] an indoor scenario in an industrial environment was studied. The
area of 250000 m? was investigated for two different spreading factors, SF € {7,12}
within BW = 125kHz in 868 MHz band. The results showed that there was a

negligible packet loss at each location tested for both spreading factors.

2.4.2 Urban Area Test Cases

This group of experiments addresses the requirements for deployment of wireless
sensor networks in cities. Different research groups addressed various experimental
scenarios, for example, in [23], the range and performance evaluation of LoRa links
within the city is presented. The gateway was installed 30 m above the ground and
packet delivery rate was tested at different points in a radius of several kilometers
from the gateway. The results revealed that the packet delivery rate of 65.76 %
can be achieved if the node is positioned outside of the building at a distance of
approximately 4 km from the gateway in 868 MHz band, while packet delivery rate
of 2.27% is recorded if the node is positioned in the ground floor of the building
at the approximately same distance. Interestingly, the same locations yielded a
packet delivery rate of 27.03% and 0%, respectively in the 434 MHz band. In
both frequency bands, omnidirectional antennas were deployed. The authors also
provided the empirical path loss models for both experimental scenarios.

The packet reception rate in an urban scenario in 868 MHz was explored also
in [24]. The study showed that the packet reception was possible at a distance of
2.2km on 868 MHz. In addition, the packet reception rate was investigated when
LoRaWAN protocol was deployed. Results showed that there was a small residual
packet loss of 1%.

In [25] range testing in an urban area was performed in 868 MHz band, using
LoRa settings that enable maximum sensitivity and resilience to external interfer-
ence bursts: SF = 12, BW = 125kHz, and CR = 4/8. The antennas used in the
experiments were omnidirectional. The experiments were carried out in two differ-
ent cities with the same transceivers and antennas. In one scenario the maximum

attainable range was 3.5 km, whereas, in the second 900 m; the difference reported
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was explained with different terrain profiles of the city locations.

The study [26] analyzes packet loss versus two parameters, the distance and
weather conditions, deploying LoRa gateway and nodes in the student campus.
Both, indoor and outdoor scenarios were tested for the single LoRa setting: SF = 9,
BW = 125kHz, while the output power was set to 20 dBm. The experiments were
carried out on 915 MHz using low-cost omnidirectional rubber duck antennas. The
results showed that the maximum distance achieved was 1.15km with packet loss
of almost 85%. In addition, the correlation between the rain and packet loss was
derived. Namely, during the interval of light rain, the packet loss was increased by
almost 20 %.

Finally, the work presented in [27] provided simulations of LoRa links in an urban
area scenario. Firstly, the theoretical background on link performance and measure-
ment model was given, and simulation modules developed for the ns-3 simulator
were presented. The simulation results of throughput performance, the probabil-
ity of successful reception of a packet, and gateway coverage assessment were given.
They revealed that LoRaWAN scheme provides the higher throughput than ALOHA
protocol. Furthermore, the results revealed that LoRaWAN architecture can scale
well and that a single gateway serving approximately 15000 devices can deliver

packets to nodes with a success rate of 95 %.

2.4.3 Mixed Experimental Scenarios

This section presents the results from different field experimental scenarios. Mostly,
these experiments were carried out to gain a deeper insight into the LoRa tech-
nology in terms of range, packet delivery rate, susceptibility to interference in two
characteristic experimental scenarios: LOS and obstructed LOS.

In [28] an experimental evaluation of the reliability of LoRa communication was
investigated in three different experimental scenarios: outdoor in LOS mode, un-
derground covered by a metal manhole, and indoor. The variety of LoRa parameter
sets was investigated, combining all three LoRa bandwidths, minimum and maxi-
mum coding rate, and following spreading factors: 7, 9, and 12. Also, the impact

of the temperature on the received signal strength and packet reception rate was
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explored in laboratory conditions. The work suggested that when the nodes are on
the boundary of the link margin, the use of the fastest PHY setting and the highest
RF output power is more efficient than selecting slower settings that maximize the
sensitivity of the receiver. The study also revealed that the RSS linearly decreases
when temperature increases, showing a trend of 1 dBm per every 10°C.

The exploration of different antennas and environmental factors is provided
in [29]. The packet delivery rate in LOS scenario on 800 m long propagation path
was compared to 200 m long blocked LOS in the mountain area obstructed with
vegetation. In addition, experimental work provided an insight into link reliability
when different antennas are used; furthermore, the measurement results also con-
firmed the impact of temperature on the packet receive signal strength, presented
in [28].

In [11,30] range evaluation, channel models, Doppler robustness and scalability
of LoRa technology were investigated. The experiments in [30] demonstrated that
LoRa communication is possible over seawater at distances up to 15km in 868 MHz
band, but with a significant packet loss (30%). The results also revealed that
communication is possible up to 10 km over land in the same frequency band, with
packet loss of 40%. The path loss models for both scenarios are also provided.
On the other hand, in [11] it was shown that when the SF = 12 was selected and
relative speed of the mobile node exceeded 40 km /h, the communication performance
significantly deteriorated.

The performance evaluation in LOS and blocked LOS environment on 915 MHz
is given in [31]. The objective of the research work was to investigate the suitability
of the LoRa technology for IoT applications. The link lengths were varied in steps
of 100 meters, up to 700m for the LOS propagation condition, and up to 400 m
for obstructed LOS. During the experiments the RSS was recorded, experiencing
variations from —50 dBm to —100 dBm for the shortest and longest propagation path
confirming the suitability of the technology to be deployed in IoT applications.

The LoRa network performance comparison deployed in an open area and tree
farm based on PHY factors is given in [32]. The experiments were conducted on

the 200 m long links. The RSS and Packet Delivery Rate (PDR) were logged. The
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results revealed that PDR is more sensitive to PHY factors in the tree farm; the
open area yields better PDR, as well as higher levels of RSS.

The channel characterization in the Antarctic between mobile LoRa node and
a base station in two frequency bands, 868 MHz and 434 MHz is presented in [33].
Two propagation conditions were investigated: LOS, and blocked LOS. The results
showed that distances up to 30 km can be easily covered with standard output power,
14 dBm, using an omnidirectional antenna at the transmit side. In addition, blocked
LOS links are also possible but their reliability is not guaranteed.

There are several general studies of LoRa technology which consider the theoreti-
cal background of LoRa modulation technique and provide some basic demonstration
experiments. For example, in [34-37], theoretical analysis of LoRa parameters and
their impact on sensitivity, bit rate, and packet airtime is presented. In addition,
the overview of LoRaWAN protocol is given, and its suitability for LPWANSs is
studied. The LoRaWAN scalability is analyzed, as well as the probability of packet
collisions in such networks. Furthermore, LoRa coverage experiments inside the city
are carried out, confirming the results and conclusions already presented in other
works.

Various research groups addressed the problem of interference and coexistence of
different sensor networks that use distinct types of modulation. In [38,39] interfer-
ence measurement in ISM 868 MHz band with focus on LoRa and SigFox technology
is presented, and LoRa protocol performance assessment in critical noise conditions
is explored. The results revealed that there is a probability of approximately 23 %
of interference in active city areas such as shopping malls, while in passive areas
the probability significantly decreases down to 3%. In addition, in [39] it is shown
that LoRa technology provides very high link reliability even in the presence of high
power Gaussian noise in the channel.

In [40,41] LoRa scalability was investigated with a simulation model based on
interference measurements, and mitigation of inter-network interference was studied.
The results showed that when LoRa is deployed and LoRaWAN protocol applied,
the successful packet delivery rate is six-times higher within LoRaWAN than using

competitive technologies. On the other hand, in [41] it is shown that interference
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can potentially drastically reduce the performance of LoRa network, and that de-
ployment of multiple base stations gives an advantage in comparison to the use of
directional antennas.

Several research studies, namely [42-44], provided the evaluation of LoRa re-
ceiver performance under co-technology interference, as well as node-to-gateway
connectivity analysis. The studies reveal that LoRa can still provide high packet
reception rate in the presence of time-synchronized packets transmitted by multi-
ple transmitters with an identical spreading factor. On the other hand, in [43] it is
shown that LoRa can be a potential interference threat to IEEE 802.15.4g networks,
affecting one or more channels, depending on LoRa bandwidth deployed. Finally,
the simulations provided in [44] revealed that LoRa network performance strongly
depends on the deployment scheme of gateways and that careful network planning
is needed to provide high connectivity and coverage.

Security vulnerabilities of LoRa are investigated in [45]; it has been shown that
security is already a major challenge in such networks and that the long-range
links are particularly vulnerable to multiple security attacks. Moreover, it has been
demonstrated that attacks can be carried out using low-cost commercial hardware.
In [46], a secure smart metering infrastructure is proposed, based on symmetric
cryptography to protect end-to-end communication between the gateway and the
end node. The proposed scheme was tested and verified in laboratory experiments.

In numerous research works, LoRa technology was applied in the design and
implementation of systems that can be potentially used in commercial applications.
In [8,47-60] different systems to be deployed in smart cities for environmental mon-
itoring, remote health monitoring and smart metering are presented. In addition,
systems for remote measurements in coastal regions, early warning systems for dis-
aster prevention, and different security monitoring systems are presented.

Due to inherent characteristics of spread spectrum types of the modulations,
LoRa technology cannot be used for implementation of accurate tracking systems.
However, in [61-64] LoRa was used as an underlying communication technology in
tracking systems, enabling long-range transmission of position parameters to a base

station. On the other hand, in [65-70] various application scenarios in agriculture are
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presented, where LoRa is used to extend the range and lower the power consumption
of different measurement systems used to automate some of the processes in plants
growing, such as e.g. irrigation. Moreover, different use cases are presented where
LoRa is deployed to lower the cost of the systems used in smart farming and simplify
their deployment due to extended coverage capabilities.

Finally, [71-79] present various deployments of LoRaWAN networks, as well as
networks using customized communication protocols; in addition, successful data
acquisition and transmission have been demonstrated. These use case scenarios
proved the suitability of such protocols and networks in systems which require high

resilience to interference and co-existence with other technologies used in LPWANS.

2.4.4 Bridging the Identified Gaps

The current state of the art in the area reveals that all research studies carried
out so far are limited to the investigation of short LoRa links, despite the fact
that the LoRa technology was developed to enable very long links. Furthermore,
the amount of traffic generated during the experiments was too low to provide
deeper insight into link behavior since the maximum number of sent packets in
each experiment did not exceed 3500. To assess link behavior and provide enough
data for statistical processing, usual engineering practice recommends transmission
of at least 10000 packets. Next, experimental data are presented cumulatively,
in the form of packet loss, therefore no insight into link behavior over time can
be gained. Further, the restricted selection of LoRa parameters deployed in the
experiments cannot provide general insights in the link behavior because parameters
are either selected to enable maximum sensitivity of the transceivers, or to take
into account trade-offs between power consumption, data rate, and transmission
delay. Besides, only one frequency band is usually investigated, hence advantages
of using one ISM frequency band over another cannot be quantified. Moreover,
commonly one pair of commercial LoRa transceivers was used in the experiments,
which can limit the insight in the technology capabilities, especially if we take into
account the fact that commercial transceivers are usually not optimized in terms of

sensitivity and immunity to external interferences [80]. As a further matter, most
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works lack systematic measurements of RSS and SNR of received packets, which
prevents parametric analysis of link behavior. Furthermore, in works where such
measurements are performed, scaling factors for RSS indicators are not provided,
and linearity and saturation region of SNR measurement chain was not determined;
however, to provide an accurate interpretation of the measurement results and valid
conclusions, these steps are mandatory. Finally, no study explores long and ultra-
long LoRa links using comprehensive sets of LoRa parameters in two different ISM
bands simultaneously, and there is no systematic study of LoRa transmission over
seawater that would explore the feasibility and reliability of such links.

To bridge the identified gaps in the current state of the art, firstly novel LoRa
transceiver must be developed which would have improved characteristics in terms
of sensitivity and immunity to external interferences. This is necessary because the
real capabilities of the LoRa technology can be masked by deploying commercial
transceivers in the experiments since their implementations include various design
trade-offs which degrade the overall performance of the transceiver. Next, calibra-
tion of RSS indicator has to be performed and SNR measurement chain investigated
in terms of saturation region identification. Finally, such an experimental device has
to be deployed in long and ultra-long links, investigating the feasibility and temporal
behavior of such links. In this way, the identified gaps would be fully addressed.
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Chapter 3

Design and Implementation
Methodology of Novel LoRa

Transcelver

In this chapter, we present the requirements that novel LoRa transceiver has to
fulfill. In addition, we define the problem statement, introduce the general model of
the transceiver, and explain the design methodology used to develop it. Furthermore,
we present and discuss the simulations of the RF front-end. The final PCB layout
of the proposed transceiver is provided, as well as the simulation results which
confirm desired characteristics. The transceiver implementation is briefly discussed.
Finally, firmware functionality requirements are given, and concrete implementation

is presented.
3.1 Novel LoRa Transceiver Requirements

When discussing the requirements for wireless devices which are to be used in scien-
tific experiments or deployed in some of the myriads of [oT applications in industry,
there are several requirements that each of them has to fulfill, and they are divided
into two groups, namely behavioral and functional. By behavioral requirements,
we refer to all the use cases where the transceiver is supposed to be used. On the
other hand, by functional requirements, we refer to all technical characteristics that
transceiver has to meet.

As far as the behavioral requirements of the new LoRa transceiver are concerned,

it is meant to be used primarily by the scientific community that explores LoRa
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transmission systems, particularly the physical layer. In industry, however, it is
meant to be used as a communication module with high sensitivity deployed within
a complex system providing extended range capabilities.

The behavioral requirements dictate which functional requirements the transceiver
must meet, consequently implying all the sub-blocks of the transceiver. Since the
main purpose of the new transceiver is to measure link parameters, such as RSS
and SNR, it is convenient to have a flash memory which would enable logging of the
results, thus eliminating the need to connect the transceiver to some external device,
avoiding bulky experimental setup. Additionally, this approach reduces the possibil-
ity for the noise generated in the external device to be coupled to the transceiver via
cable (conductive emissions) or by radiated emissions. Next, the transceiver should
be capable of operating in different frequency bands, which may additionally sim-
plify the experimental setups where the transceiver is intended to be used, or lower
the overall cost of the device if it is meant to be used in some industrial application
as a communication module. Further, to extend the range of applications where it
can be used, a simple connection to external sensors has to be also enabled using
some of the standard buses, such as I12C, SPI, or UART. To enable convenient inter-
action with the user, some kind of signalization should be provided such as LEDs,
as well as push buttons, etc.

Furthermore, since most of such devices are battery-operated, it is very important
to enable a low-power operation of the transceiver. Also, the mechanical design
should be compact, providing a simple connection to host boards in the applications
where it is necessary. In addition, the transceiver must be also capable of operating
as a standalone unit as well, offering the flexibility when it comes to its deployment.

Finally, the sensitivity, which is the most important characteristic of a wireless
transceiver, must be increased as much as possible since it directly impacts the
packet error rate and the maximum attainable range. This is needed to gain a deeper
insight into LoRa technology capabilities because in this case the real capabilities
will not be masked by the poor hardware design of the transceiver which has the
major effect on the sensitivity of the transceiver. On the other hand, the cost of the

commercial application, in this case, would decrease since extended ranges eliminate
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the need for increased number of gateways, which are the most expensive elements
of the network.

Comparing the technologies used in IoT and LPWANSs, LoRa technology inher-
ently provides the highest sensitivity. That implies that LoRa devices can detect
very weak signals, even below the noise floor, thanks to the coding gain provided
by the chirp spread spectrum modulation employed. However, to fully exploit the
advantages that LoRa technology offers, a careful PCB design must be performed.

Achieving a low noise floor is a complex task and requires combining different
design methodologies. To lower the noise floor, one has to know all the sources
of the noise that can impair packet reception in the potential transceiver design,
as well as their coupling and transfer mechanisms through the PCB. Combined
with all other requirements presented earlier in this chapter, it is clear that such
a task cannot be successfully accomplished using only theoretical knowledge and
engineering practice. There must be deployed an iterative process that includes
simulations which can provide a deeper insight into the frequency characteristics of
the PCB, and therefore, offer the possibility to improve the overall performance.

The ultimate goal is to design the transceiver that would have a 3dB better
sensitivity than it is specified in the corresponding datasheet of LoRa modem IC
used to develop the new transceiver. The goal is perhaps counterintuitive, but it is
achievable provided that the PCB design of the new transceiver has a lower noise
floor than the PCB developed by the manufacturer used to measure sensitivity.
In addition, the aim is to compare the sensitivity and immunity to the external
interferences of the new LoRa transceiver with two widely adopted commercial LoRa

transceivers and show the new LoRa transceiver’s superior performance.

3.2 Transceiver Design Methodology

The devices used in IoT systems have special requirements in terms of hardware
design since they consist of digital, RF, and analog sub-blocks. This makes the
design of such devices complex because RF and analog sub-blocks need to be isolated

from noisy digital sub-blocks. In addition, the power supply of these sub-blocks
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must be very clean in order to avoid noise coupling to low-noise amplifiers through
power supply rails, which may result in an increase of the noise floor, consequently
degrading the sensitivity.

There are some general rules and techniques which may be applied to cope with
the mentioned issues. Nonetheless, due to the peculiarities of each PCB, they do
not always yield good results. However, to be able to secure the positive design
outcome, the traditional design methodology has to be upgraded with several design
steps which are given below.

The first step in the methodology we applied for the purpose of developing the
novel LoRa transceiver was to design a block diagram of the transceiver based on
behavioral and functional requirements. This step is very important since it gives
the general insight into the PCB that will be designed and directs the developer in
the rest of the design process.

In the second step, the adequate components were selected keeping in mind
behavioral and functional requirements. Special care was exercised in choosing the
packages of the components, due to the reasons given later in this chapter. This
step enabled the schematic to be drawn, and circuit level simulation of impedance
matching networks to be performed.

After this phase, the design is prepared to be translated into a real domain,
i.e. to PCB layout. This stage does not involve abstract circuit elements anymore,
but each component is represented by its footprint which reflects the physical size
of the component. This implies that physical dimensions of the PCB can be de-
termined. Nevertheless, this is not a straight-forward task since there are three
additional parameters that have to be taken into account: the mechanical outline of
the transceiver’s enclosure, partitioning of the PCB, and component placement. It
is worth mentioning that the mechanical requirements in this stage have a slightly
higher priority than electrical. The results of this stage are the defined enclosure,
and mechanical outline of the PCB.

The steps provided are common for virtually any hardware development process.
However, to successfully cope with the noise on the PCB, additional steps are re-

quired. Firstly, we developed the PCB model of the transceiver and identified the
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major contributors to the noise floor increase. In other words, the model helped

us to detect the sources of the noise, as well as coupling and transfer mechanisms

through the PCB. Using that, we were able to develop adequate routing strategy

which focused on noise reduction in RF sub-block of the transceiver.

In the final stage, we routed the PCB. It is worth mentioning that we used the

advantage of 2.5D field solver to tune the layout and improve the overall character-

istics of the transceiver in an iterative process. Also, we developed the test firmware

which was used to verify the basic functionalities of each sub-block of the transceiver,

as well as the more advanced version which was used in both laboratory and field

experiments. The methodology presented in this section is summarized in Fig. 3.1.
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Figure 3.1: Transceiver design methodology summarized in flow chart.

COMPONENT
SELECTION

SCHEMATIC
DESIGN

CIRCUIT
SIMULATIONS

MECHANICAL INITIAL PCB
DESIGN LAYOUT

TEST
PCB
FIRMWARE
PRODUCTION DEVELOPMENT

FIRMWARE
DEVELOPMENT
FOR THE
EXPERIMENTS

29



3.3 Hardware Development and Implementation

Hardware design is the critical part of the transceiver design bearing in mind de-
mands for high sensitivity and immunity to external interferences. We start with an
explanation of the block diagram of the transceiver that fits behavioral and func-

tional requirements. The corresponding transceiver’s block diagram is given in Fig.

3.2.
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Figure 3.2: Transceiver block diagram.

As can be observed, a microcontroller manages the operation of the transceiver
which is connected to LoRa modem and NAND flash. On the other hand, the port
expander provides microcontroller bus extensions such as 12C, SPI, and UART. Push
button and two LEDs enable user interaction. There is also an additional dedicated
UART port, implemented to provide the connection of external devices since the
port expander connector provides the connection to a carrier board.

The power connector is connected to the three-pole switch, which can turn off
the transceiver, power it from the battery, or use the debugger’s power supply. This
was done on purpose, to simplify power supply of the transceiver during firmware
development phase since, in that case, there is no need to connect battery together
with debugger thus providing a simple manipulation with the transceiver.

As can be seen in Fig. 3.2, the transceiver modulates signals at two operat-

ing frequencies with separated RX/TX paths for both frequency bands. Separated
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RX/TX paths are chosen because the attenuation in receive path is lower in this
case. Paths are separated with RF switches whose operation is controlled by the

microcontroller.

3.3.1 Transceiver Component Selection

We opted for EFM32GG990F1024 [81] microcontroller from Silicon Labs to manage
the operation of the transceiver. It is selected due to unparalleled power consumption
in both active and sleep modes. The core of the microcontroller is 32-bit ARM
Cortex-M3 that can operate on up to 48 MHz. It provides DSP instruction support,
as well as floating-point unit and memory protection unit. The microcontroller
has 128 KB of RAM memory and 1024 KB of flash memory. It also incorporates a
variety of peripherals: timers, DMA controller, integrated LCD controller, external
bus interface, TFT controller, UARTSs, SPIs, and 12Cs. Besides that, there are
also low-energy UARTSs which can operate autonomously with DMA in deep sleep
mode. Additionally, there is a fully USB 2.0 compliant bus with on-chip PHY and
embedded voltage regulator.

Furthermore, there is also a plethora of analog peripherals: 12-bit A/D con-
verters, on-chip temperature sensor, 12-bit 500 ksamples/sec D/A converter, analog
comparators, operational amplifiers, etc. These peripherals simplify the connec-
tion of analog sensors to the transceiver and minimize Bill of Material (BOM) of
the carrier board equipped with sensors, therefore lowering the overall price of the
LoRa node. It is also important to mention that operating temperature enable
the transceiver to be deployed in extreme weather conditions since the operating
temperature range is —40° C to 85° C.

A NAND flash is used to store measured data. We opted for the capacity
of 32 MB, deploying NAND256-A from Numonyx. The density of the memory is
256 Mbit, with 8-bit bus width. The page size is 512 byte with 16 spare bytes,
while block size is 16 Kb with 512 spare bytes. The memory provides One Time
Programming (OTP) area, and each IC has a unique ID (serial number).

Due to a requirement for two operating frequency bands of the transceiver, we

opted for SX1276 from Semtech. The SX1276 [82] includes LoRa modem, (G)FSK
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modem, and OOK modem. It provides a very huge link budget, according to the
datasheet, up to 168 dB. In addition, it has two different RF ports that can be set
to operate in three frequency bands: 137 — 175 MHz (low-frequency port), 410 —
525 MHz (low-frequency port), and 862 — 1020 MHz (high-frequency port). The
modem is capable of providing 20 dBm of constant output power, which can be used
on both ports, namely low-, and high-frequency.

Power consumption in receive mode is low, achieving 9.9 mA, while for registers’
retention only 200 nA is needed. In transmit mode, the current consumption can
be limited to the desired value by setting the value in the corresponding register,
making this feature useful in battery-operated systems.

The packet engine of SX1276 can process packets up to 256 bytes with CRC,
which can be controlled by setting the corresponding register. Moreover, the RSS
and SNR of each packet are available upon the packet reception and can be read
from the corresponding register via SPI bus. The packet reception can be improved
by adjusting the Low-Noise Amplifier (LNA) gain, however, this mode of operation
implies higher power consumption.

As far as LoRa parameters are concerned, the SX1276 offers utilization of a
variety of parameters. For example, it can modulate signals within several differ-
ent bandwidths, such as: 7.8,10.4,15.6,20.8,31.2,41.7,62.5, 125,250, and 500 kHz.
However, it has to be noted that, to be able to exploit bandwidths less than 62.5 kHz,
the referent clock source for the modem has to be provided from the oscillator. For
LoRa bandwidths equal to or greater than 62.5kHz, the low-cost crystal can be
used.

The SX1276 offers different spreading factors as well. The modem is capable of
deploying spreading factors in the range of SF € [6,12]. However, spreading factor
SF = 6 can be used only when implicit header mode is enabled. In addition, SX1276
provides 4 different coding rates, by adding 1, 2, 3, or 4 bits at each 4 bits of payload
data. This makes the data transfer more resilient to external interference bursts.

The SX1276 also provides a very important feature, a low data rate optimizer,
which improves the packet reception when packet airtime is long; its use is manda-

tory when the symbol time exceeds 16 ms.
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For communication with a host processor, the SX1276 provides SPI bus and 6
I/0O digital pins. Their function can be configured through corresponding registers,
offering state change on a packet sent /received, or on CRC error. All this information
is available in the registers as well and can be read by polling mechanism via SPI
bus.

The SX1276 can operate in different modes. For example, a sleep mode provides
the lowest power consumption, disabling everything except access to configuration
registers and switching between two modes, namely between FSK/OOK and LoRa
mode. In standby mode, the baseband blocks are enabled as well as the crystal
oscillator, while in the frequency synthesizer mode PLLs are locked for transmis-
sion/reception but the RF part is off. Finally, in transmit/receive mode the RF
part is on and is fully initialized to send/receive packets. Here it is important to
emphasize that when SX1276 transmits the packet, it automatically goes to standby
mode.

The SX1276 provides two reception modes: Rx Continuous and Rx Single. When
the SX1276 is in the continuous reception mode, upon receiving a packet, it stays
in the same operating mode until the modem is put in another operating mode by
setting corresponding registers. Contrariwise, in the Rx Single mode, after receiving
the packet, the SX1276 goes to standby mode automatically.

Scanning the channel occupancy in spread spectrum systems is inherently com-
plicated, however, the SX1276 provides Channel Activity Detection (CAD) mode
of operation where it is possible to detect other LoRa signals in the channel. This
may be very useful to avoid collisions and increase the packet reception rate in dif-
ferent LoRa applications. In addition, the modem offers RSS and SNR values of the
received packet, which are available in the corresponding register.

To separate RX/TX paths, two RF switches PE4259 from Peregrin Semiconduc-
tor are used. The switch covers a broad range of frequencies 10 — 3000 MHz, and
can be controlled either using a single pin or complementary control inputs. The
insertion loss of the switch is very low, yielding 0.35dB at 1 GHz. Maximum allowed
power at 1 GHz is 32dBm which allows the maximum output power of SX1276 to

be used. Maximum switching rate is 25 KHz, which enables the use of all sets of
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LoRa parameters to transmit/receive packets with no inter-packet delay time.

The power supply is implemented using the TPS73633 from Texas Instruments.
This is a low-dropout regulator which can tolerate input voltages in the range of
1.7—5.5V, enabling the use of a lithium-polymer battery as the main power supply.
A very low quiescent current, less than 1uA in shut down mode fits the battery-
operation requirement. In addition, it can source up to 500 mA at 3.3V and provide
stable regulation over a wide range of output capacitors. A very precise, band-gap
reference is used to generate the internal reference voltage, generating approximately

30 pV,, in the bandwidth of 10 — 100 kHz.

rms

3.3.2 Transceiver Schematic Design

The schematic of the transceiver consists of the two sub-blocks: digital and RF.
The digital sub-block encompasses the microcontroller, NAND flash, port expander,
and user interface, while in RF part LoRa modem and RF front-end are included.
The digital part of the transceiver does not pose a significant development challenge
since there are no high frequencies (up to 48 MHz), and no short rise times of the
digital pulses (nano-second domain).

On the other hand, the development of the RF sub-block requires a careful

approach. Special caution must be exercised in the following design steps:

e the impedance matching of the RF IC pin output impedance to a PCB trace

impedance,
e the design of harmonics filter,
e the impedance matching of the antenna to the PCB trace impedance.

The output impedance of the RF IC pin is usually complex, while the PCB
trace characteristic impedance is normally designed to be 50 (2. Therefore, to enable
maximum power transfer from, e.g. transmit pin of the RF IC one must implement
the proper passive impedance matching network. After the impedance matching
network, a harmonic filter must be realized to suppress unwanted harmonics with

minimal impact on a signal to be transmitted. Here it has to be noted that the
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input and output impedance of this filter must also be 502 since the impedance
that filter sees on both sides is 50 €.

The impedance matching network for the antenna maximizes the radiated power
from the transceiver. Usual engineering practice when designing the RF front-end
is to provide the footprints on the PCB which are later used to investigate and
implement optimal matching. If the antenna impedance is 50 €2, the footprints serial
to signal being transmitted are simply shorted with 02 resistors.

The proper design of the RF front-end is of paramount importance because it
determines the attenuation which will experience the transmitted or received signal.
This has a direct consequence on maximum achievable output power, as well as the
sensitivity of the transceiver. The usual engineering practice is to simulate the RF
front-end in terms of the insertion loss in the frequency band of interest in order to
confirm the desired characteristics, and then to proceed to route the PCB.

To be able to design the impedance matching networks, one must know the
output impedance of the corresponding pins of the IC used as a LoRa modem. The
AC analysis has to be performed in the frequency range of interest, and ideally,
the attenuation at desired frequencies has to be 0dB. In Fig. 3.3 we present the
RF front-end recommended by the manufacturer [83] of the LoRa modem for the
transmit mode at 868 MHz together with the transmit pin output impedance and
the load we used in our SPICE simulation. The load impedance of 50 € is selected
since it is the impedance of the antenna used in the field experiments at a frequency
of interest.

As can be seen in Fig. 3.3, the transmit pin output impedance at 868 MHz is
modeled as a serial connection of the resistance, R = 14(), and the inductance
of L = 733.432pH. This is calculated from the complex impedance of the pin,
measured by the manufacturer and provided in the corresponding application note,
Z = 14+ j4. The result of the AC analysis performed in LT Spice and plotted with
Python’s Matplotlib library is presented in Fig. 3.4.

We observe that attenuation at 868 MHz is approximately 2 dB. This result indi-
cates that transceiver’s output power could be 2 dB less than the maximum specified

by the manufacturer of the LoRa modem used to implement the transceiver. In ad-
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Figure 3.3: RF front-end recommended by Semtech [83] for transmit mode at
868 MHz used in SPICE simulation to determine the insertion loss.
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Figure 3.4: AC analysis of RF TX front-end suggested by the Semtech for 868 MHz
frequency band, simulated with LT Spice and plotted with Python’s Matplotlib.

dition, it can be seen that the bandwidth of the harmonic filter is tuned and centered
to the frequency of interest. However, the overall attenuation is high, and laboratory
measurements are required to confirm the real attenuation and tune the impedance
matching accordingly.

Figure 3.5 shows impedance matching network for 434 MHz, also proposed by
the manufacturer in the corresponding application note [83]. The transmit output

impedance is modeled as a serial connection of the resistance, R = 13.7€2, and the
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inductance of L = 953.462 pH. These values are calculated from the complex output
impedance of PA_BOOST transmit pin provided in the corresponding application
note, namely Z = 13.7+ 72.6. Here it has to be noted that maximum output power
at PA_LBOOST pin is 20dBm. The result of the AC analysis performed in LT Spice
is presented in Fig. 3.6.

500

RF TX PIN . IMPEDANCE | HARMONIC FILTER
OUTPUT | MATCHING I |
IMPEDANCE | NETWORK | I |
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T — T T :
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Figure 3.5: RF front end recommended by Semtech [83] for transmit mode at
434 MHz used in SPICE simulation to determine insertion loss.
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Figure 3.6: AC analysis of RF TX front-end suggested by the Semtech for 434 MHz
frequency band, simulated with LT Spice and plotted with Python’s Matplotlib.

We observe that attenuation at 434 MHz is almost 0dB which is exactly what

is needed to provide the maximum output power. The central frequency of the
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harmonic filter is tuned; in this case, the laboratory measurements will be required
only to confirm the results of the simulation.

The simulations are the last step before transferring the schematic design to the
PCB design environment; the next section deals with the PCB design and layout

verification through simulations.

3.3.3 Transceiver PCB Design

As already indicated, the proper schematic does not guarantee that the transceiver is
going to operate flawlessly with required characteristics. On the contrary, to provide
the operation in accordance with the requirements, one must ensure that the PCB
design is adequate. Wireless transceivers pose a special design challenge because
the PCB design impacts the sensitivity and immunity to interference significantly,

which are two characteristics of paramount importance of each wireless transceiver.

PCB model used to analyze noise sources and noise transfer through

the board

Based on the requirements and block diagram of the new LoRa transceiver, we
present a PCB model of the transceiver in Fig. 3.7 used to analyze sources of the
noise on the PCB and noise coupling and transfer mechanisms.

As can be seen in Fig. 3.7 the model includes a power supply, digital ICs,
and RF IC. Depending on the type of power supply used, the power supply can
be a major contributor to the noise level present on the board. For example, if
switching regulator is used, it will generate the switching noise which must be filtered
appropriately; failing to do so, will enable the noise to propagate through the PCB
traces and planes to sensitive parts of the board; the higher their inductances, the
more noise will be induced; this noise will be coupled to sensitive circuits, such LNAs

which will result in increased noise floor and degraded sensitivity of the transceiver.
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To minimize the level of the noise generated by the power supply, linear power
supplies should be used. This, of course, has its downsides which are reflected in the
fact that a significant amount of energy will be dissipated inside the regulator. If
we take into account that the transceiver is powered from the battery, the effects of
deploying a linear regulator become obvious. The solution is to use a Low-Dropout
(LDO) linear regulator with the high Power Supply Rejection Ratio (PSRR) over a
broad frequency spectrum.

Besides this, the inductances on the board must be minimized, as well as parasitic
capacitances, to suppress the noise transfer through the board. This can be accom-
plished by using a proper routing strategy and adequate IC packages. Namely, to
decrease trace inductances, wider trace geometry has to be applied. When changing
the routing layers, the usage of vias with bigger diameter should be adopted since it
provides lower inductance loops. Furthermore, the package of the ICs may also play
a role since the total inductance of the net will be increased by the lead inductance
plus inductance of the bond which connects the pin with the IC die.

To further decrease the noise level on the PCB, it is important to design the
adequate decoupling scheme of the board. For that purpose, there are three types of
capacitance that can be used to filter low, mid-range and high frequencies. The bulk
capacitance is used to filter low-frequency noise due to high capacitance of the bulk
capacitors. For mid-range values, up to approximately 100 MHz, multi-layer ceramic
capacitors may be deployed since for higher frequencies they become ineffective due
to their lead inductance which causes them to start to behave as inductors after
the resonant frequency while their impedance increases. For high-frequency noise
components, capacitors with small lead inductance have to be applied. This can be
achieved only by taking advantage of the inter-plane capacitance of the PCB, Cjp,
(see Fig. 3.7) which is formed by ground and power plane, and a dielectric between
them. This capacitor inherently has virtually zero lead inductance and can be used
to filter very high frequency components of the noise.

On the other hand, the impedance of the Power Distribution Network (PDN)
significantly contributes to noise transfer throughout the PCB. Therefore, the main

objective is to design a flat and low PDN impedance profile in the wide frequency
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range. This is of paramount importance since the noise at a load point will be
proportional to the PDN impedance. This implies that if the PDN impedance
profile is kept low and flat, the impact of the generated noise on sensitive parts will
be minimized. The main question that has to be answered in this case is in what
frequency range the PDN impedance must be kept low and flat.

If we analyze what is the primary source of the noise on the PCB, we can
conclude that it is the digital circuitry since there is no switching power supply
on the board. The digital circuitry produces Simultaneous Switching Noise (SSN)
which is a consequence of simultaneous switching of the buffers inside an IC. Since
the clock frequency of the microcontroller is the highest frequency on the board,
48 MHz, we can assume that it is enough to provide low and flat PDN impedance
profile in the range of 10 MHz up to 20th harmonic, i.e. 960 MHz.

Additionally, the rise time of the digital pulses can also play a significant role
in creating noise due to the potentially high harmonic content of the digital signals
with very short rise time. In our analysis, we will suppose that the lowest rise time
is 10% of the digital signal period generated by the microcontroller since it is the
highest frequency on the board. The rise time in this case yields t,c = 2.1ns. We

can assume that the bandwidth of such a signal, according to [85], is:

0.35

rise [IlS]

BW|MHz] =

= 167 MHz (3.1)

The above calculus shows that it is safe to set the higher frequency bound to
960 MHz, since the bandwidth of the highest rise time is 167 MHz.

In addition, special care must be exercised when designing power planes. Namely,
due to their geometry, PCB dielectric properties, and via geometry used in the
design, a resonant cavity can be formed between power planes. In that case, if the
noise component coupled to a power supply voltage has the same frequency as the
resonance frequency of that cavity, the voltage delivered to a load will have the same
noise component significantly amplified. This can have detrimental effects on RF
circuitry performance and it is very hard to detect these peaks by measurements.
To successfully cope with this kind of problem, adequate simulations are required.

Finally, a very important part in the development of the transceiver is designing
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the traces in the RF front-end using controlled impedance. This is one of the several
necessary conditions that contribute to a maximum power transfer to the antenna.
Therefore, the insertion loss of these traces must be minimal. To achieve that,
dielectric losses must be minimized, and the proper routing strategy applied when
changing routing direction.

To adequately address all the potential problems listed, we start with a careful

design of the PCB stackup and dielectric selection presented in the next subsection.

Transceiver PCB Stackup

The transceiver’s stackup is designed to address several trade-offs regarding inter-
plane capacitance, trace geometry of 502 controlled impedance, and mechanical
properties of the PCB. Namely, to maximize inter-plane capacitance, the core ma-
terial between power and ground plane must be as thin as possible; on the other
hand, to provide mechanical strength of the board, the prepreg material thickness
has to compensate for a thin core material. The thick prepreg material implies
wide 502 controlled impedance traces, which can pose a problem if the raster of
ground pins on antenna connector is smaller than the trace width. The assump-
tion is that Micro-Miniature Coaxial Connector (MMCX) is used for the antenna
connection due to transceiver miniaturization requirement. If this is the case, the
routing of transmit/receive traces might not be possible. Taking into account the
listed requirements and trade-offs, we designed the PCB stackup presented in Fig.
3.8.

As can be seen in Fig. 3.8, the stackup is realized in 4 layers. The core material
thickness is selected to be 0.2 mm, whereas the prepreg thickness is selected to be
0.36 mm. The copper thickness is different in different layers, yielding 0.035 mm for
inner layers, while for the outer layers it is 0.018 mm. Due to a copper galvanization
in outer layers, the overall thickness becomes 0.053 mm after the process. This is
very important for controlled impedance geometry calculation. Finally, solder mask
thickness is 0.022 mm.

We used FR-4 based material for the core and prepreg. The Panasonic R-1755V

was selected for the core, while for the prepreg Panasonic R1650V was used. The
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Figure 3.8: LoRa transceiver PCB stackup.

core material has a dielectric constant of ¢, = 4.45 at 1 GHz, while the dissipation
factor at the same frequency is Dy = 0.016. The glass transition temperature is
Ty, = 170°C. On the other hand, dielectric constant of the prepreg material at
1GHz is ¢, = 4.5, while the dissipation factor is Dy = 0.014. The glass transition
temperature is also 7T, = 170 °C. The solder mask we used was blue with a dielectric
constant of €, = 3.1.

The microstrip designed and used for the transmit/receive traces was simulated
in terms of a conductor and dielectric loss, as well as in terms of trace attenuation.
The results are given in Fig. 3.9. Since the maximum trace length of the microstrip
is 33 mm, it can be easily calculated that maximum trace attenuation at 1 GHz is

0.01dB which is negligible in this case.
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Figure 3.9: Losses of microstrip simulated in Polar Si9000 and plotted with Python
Matplotlib.

Transceiver PCB Layout

In this part, we provide the PCB layout of the transceiver. It is worth noting that
this is the final version obtained in the iterative process which was deployed to
optimize the PCB layout using simulations. Therefore, we first present the layout
and explain it briefly; after that, we present the results of the simulations of the
final PCB layout version and discuss them.

As can be seen in Fig. 3.10 the four-layer PCB provides one ground, one power,
and two signal layers. The PCB is divided into two regions: digital and RF region.
The moat that separates these two regions can be clearly identified on internal layers
as well as on the bottom layer. It is used as one of the measures to prevent the noise
coupling from digital to RF part. In addition, it can be noticed that the traces that
go from one domain to another are routed via ”bridge” to avoid additional radiated
emissions from the PCB.

The loop inductances of the component connections to power planes are mini-
mized by providing a miniature copper fills which directly connect a component pad
(without using thermal relief) to a power plane using several vias in parallel. In this

way, the equivalent inductance of the vias is reduced. To further minimize the loop
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Figure 3.10: Transceiver PCB layers.

inductance, we used the Ball Grid Array (BGA) packages for microcontroller and
NAND flash since the lead inductance for this package type is the lowest. On the

45



other hand, for the RF IC we used Quad Flat No-leads (QFN) package since it is
the only available.

Taking into account the dielectric properties and physical dimensions of the
stackup, we calculated the width of the 50 €2 microstrips used in RF front-end, which
yields W = 0.6 mm. To reduce the effects caused by the reflections that occur when
the RF signal is injected into the microstrip, we placed the impedance matching
networks as close as possible to the IC RF pins, at a distance significantly shorter
than the signal wavelength (approximately by a factor 1/100). In addition, we cal-
culated the angles of chamfered corners for microstrips to compensate for impedance
discontinuities when changing the routing direction. Moreover, to further minimize
discontinuities, we equipped the PCB with 0402 size components. The impedance
controlled trace width is wider than the size of the pad of such components, which
implies that the pad does not pose impedance discontinuity for the trace, providing
no reflections on the transmit /receive path.

As can be observed, there is a significant number of vias in the RF region of the
PCB. These vias are very important to preserve equipotential ground plane, which
can be the source of ground noise due to possible common return current paths
of several signals. On the other hand, the number of vias must not be too high
because the effects of ground plane will be nullified and additional problems will
be caused in that case, such as increased radiated emissions and susceptibility to
external interferences.

The above was a presentation of the main steps applied in the PCB design. In
the next subsection, we provide the results of simulations performed to verify the

final version of the PCB layout.

PCB Simulation Results

There are a number of modeling technologies which enable simulations of PCBs.
The most accurate are based on the full-wave methods; besides them, widely used
are so-called 2.5 dimensional modeling technologies. Those technologies offer a bal-
ance between the accuracy of the full-wave methods and the speed of circuit-based

methods [86].
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As a simulation tool, we used Ansys SiWave. It is a 2.5D simulation tool that
utilizes the Finite Element Method (FEM) and the Method of Moments (MoM).
It is capable of solving complete layouts including the traces, planes, through-hole
vias, metal thickness, and dielectric effects.

In Fig. 3.11 positions of the ports, voltage and current sources used in the
corresponding simulations are presented. Their description is summarized in Table

3.1.

Figure 3.11: Ports, voltage and current sources used in the simulations.

Table 3.1: Positions of the ports, voltage and current sources used in the simulations.

Point Component Pin, description SiWave Element

1 Voltage regulator 5, DVDD port, voltage source
2 Microcontroller K8, AVDD port, current source
3 Microcontroller H7, DVDD port, current source
4 NAND flash H7, DVDD port, current source
5) LoRa modem 14, DVDD port, current source
6 LoRa modem 3, AVDD port, current source
7 LoRa modem 24, AVDD port, current source
8 RF switch 1 6, DVDD port, current source
9 RF switch 2 6, DVDD port, current source
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As can be noticed, the ports used in the simulations are placed on the VDD pins
of the components. This is done so because we wanted to simulate PDN impedance
between the voltage regulator and power pins of the ICs placed on the board. These
ports are also used in the simulation of resonant modes between power planes. In the
DC voltage drop simulation, instead of ports, we used voltage and current sources.
The only voltage source was placed on the voltage regulator output pin while current
sources configured as sinks were placed on the power pins of remaining ICs mounted
on the PCB.

The first set of simulations that we performed was a DC voltage drop on power
and ground planes, as well as DC current density. The voltage source was set to
Vdd = 3.3V, while the current sinks were set with a 100 % margin, implying that we
doubled the current consumption of each power supply pin based on the maximum
values taken from the corresponding datasheets. The board was fitted with all
capacitors, inductors, and resistors during the simulation.

The DC voltage distribution on the power plane (Internal plane 2) is presented
in Fig. 3.12a. The minimum voltage, blue color, yields Vi, = 3.297 V, while the
red represents maximum DC voltage Vi,.x = 3.298 V. It can be seen that the power
plane distributes nominal power supply voltage to each component on the board
with minimal voltage difference across the board even for the power consumption
margin of 100 %.

In Fig. 3.12c DC current density of the power plane (Internal plane 2) is
presented. The blue color presents the lowest current density, which yields J =
2.191 A/m?, while the highest density is represented in red and yields J = 1.802 x
10" A/m?. We observe that the highest current density is under the microcontroller.
This is expected because the microcontroller has the highest number of power sup-
ply pins, and the current sinks are set with a 100 % margin. It can be concluded
that this current density does not pose any problem in terms of PCB heating, and
cannot lead to solder mask and/or PCB traces damage.

In Fig. 3.12b DC voltage distribution for ground plane (Internal plane 1) is
given. The lowest voltage is depicted in blue and yields Vi, = 1.086 mV, while the
highest voltage is presented in red, Viien = 1.536 mV. The difference between the
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Figure 3.12: DC IR analysis: (a) DC voltage distribution on Internal plane 2 (PWR), (b)
DC voltage distribution on Internal plane 1 (GND), (¢) DC current density on Internal
plane 2 (PWR); and (d) DC current density on Internal plane 1 (GND).

lowest and highest value is only Vgg = 0.45mV which is negligible. As expected,
the higher voltage drop is observed in the RF part of the board because of the moat
that separates the ground plane into two regions increasing the PDN impedance of
RF region slightly.

Figure 3.12d depicts the DC current density in ground plane (Internal plane
1). The lowest current density is represented with a blue color and yields J =
8.868 x 107" A/m?  while the highest is marked with red color and yields J =
1.016 x 107 A/m?. The current density is the highest in the region of vias connected
to ground since they are part of the return path with higher resistance than the
plane.

This group of simulations shows that each component has a stable DC power sup-
ply, and also that the power planes, copper fills, and vias are properly dimensioned
and can provide reliable power transfer to each point of load.

As already stated, the power planes form a cavity, potentially introducing res-
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onances with a high quality factor. The resonances with high quality factor are
dangerous since they will increase the power supply voltage of a component on their
resonant frequency, also increasing the noise. Furthermore, if the resonance fre-
quency is within the frequency range of interest, it can deteriorate the transceiver’s
performance. To cope with this problem, we performed simulations in which we
determined the frequencies of resonances and their quality factors. The simulations
of resonant modes between power (Internal plane 2) and ground plane (Internal
plane 1) are given in Fig. 3.13, while the numerical details of resonant modes are

presented in Table 3.2.

Table 3.2: PCB Resonant Modes.

Mode Re. Freq. [GHz] Im. Freq. [GHz] WL [m] Q

1 0.136170698 0.003805546 2.201593016 17.898068600
2 0.150867628 0.004389634 1.987122495 17.191806200
3 0.152298323 0.004420523 1.968455414  17.233532600
4 0.186278775 0.007810281 1.609375295 11.935705500
5 0.992072495 0.019825592 0.302188055 25.024992700
6 1.180545350 0.010588930 0.253944042  55.746558600
7 1.337296614 0.012147450 0.224177983  55.046607200
8 1.343093821 0.019752663 0.223210362 34.001466900
9 2.088486526 0.023019184 0.143545316  45.225359800
10 2.302021174 0.025640808 0.130230104 44.892579000

We observe that there are 10 resonant modes in the range of up to 2.3 GHz. The
modes that are in the frequency range of interest, up to 960 MHz, have lower quality
factors and do not pose a problem since the maximum quality factor in this range
yields () = 17.89. The first resonance with higher quality factor is at a frequency
of fiodes = 992 MHz yielding ) = 25.02. It is important to mention that the PCB
was populated only with the decoupling capacitors during the simulation, and for
each capacitor, we deployed the S-parameters provided by its manufacturer. In this
way, we ensured a maximum reliability of the simulation results.

The simulations of PDN impedance were performed by placing SiWave ports on
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Figure 3.13: Resonant modes of the decoupled PCB. Red color on the color bar represents
value 1, while blue color represents —1.
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power pins of all ICs on the board. The simulation results are given in Fig. 3.14,

while details of ports’ designation and their placement is given in Table 3.3.
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Figure 3.14: PDN impedance simulated in SiWave and plotted with Python Mat-
plotlib.

Table 3.3: PDN impedance simulation port details.

Term Output port (first index) Input port (second index)

713 Microcontroller, pin K8 AVDD Voltage regulator module, pin 5, VDD
723 LoRa modem, pin 24, AVDD Voltage regulator module, pin 5, VDD
743 Microcontroller, pin H7, DVDD  Voltage regulator module, pin 5, VDD
753 NAND flash, pin H7, DVDD Voltage regulator module, pin 5, VDD
763 RF switch 1, pin 6, DVDD Voltage regulator module, pin 5, VDD
773 LoRa modem, pin 3, AVDD Voltage regulator module, pin 5, VDD
783 LoRa modem, pin 14, DVDD Voltage regulator module, pin 5, VDD
793 RF switch 2, pin 6, DVDD Voltage regulator module, pin 5, VDD

As can be seen in Fig. 3.14, impedance magnitude profile is kept low in the
frequency range of interest. The significantly lower profile is achieved for pin 24 of

LoRa modem IC, which represents analog power supply, and for pin K8 which is also
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an analog power supply for the microcontroller. This is beneficial since the analog
blocks are the most sensitive parts of the transceiver. The PDN impedance profile
clearly shows that the noise transfer through PDN is minimized in the frequency
range of interest, which implies the lower noise floor and detection of very weak sig-
nals since LNA will have a power supply which is very clean. This is very important
because LNA can amplify also noise, thus degrading SNR, and the sensitivity of the
transceiver.

After successful simulations of the final version of the layout, we generated the
production files, manufactured, and assembled the transceiver. The transceiver size
is 35 x 58 mm and the physical appearance of the top and bottom side of a bare and

assembled PCB is reported in Fig. 3.15.

As can be noticed, the surface finish is Electroless Nickel Immersion Gold (ENIG).

This type of surface finish was chosen since it provides a very flat soldering surface,

@

N
as
(N
Tl

ee [} .OOQOOOQOUO
LN

T
s
E

SERIAL DEBUG
09® go0

3
[t

£

ese 2.9
H

RoHS
BRN1540
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Figure 3.15: The physical appearance of top and bottom side of a bare and assembled
PCB.
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and was required in order to provide reliable soldering of BGA components. It can
be seen that port expander is not mounted; this was done so because we did not
need to connect any external sensor during the experiments, and it was simpler to
mount the transceiver in the enclosure without the connector. The transceiver pro-
totypes were manually assembled, however, there are 6 fiducials placed on the PCB

to enable automatic assembly with the pick&place machine, as can be seen in 3.15.

3.4 Firmware Design

The operation of the transceiver is managed by the microcontroller. To be able to
test functionalities of the prototype of the transceiver we developed test firmware
which aimed to test each peripheral on the board, as well as LoRa connectivity.
This firmware was later used only to test newly assembled boards and was not used
in the experiments.

On the other hand, we developed new version of the firmware that we used exclu-
sively in the experiments. That version covered all experimental scenarios, including
both transmit and receive modes. Besides that firmware version, we developed a
set of small standalone firmware applications that we used for simple operations
such as dumping experimental data from NAND flash to the laptop, and erasing
NAND flash. We opted to separate firmware in several smaller and compact appli-
cations due to easier debugging of the code and shortened time to obtain working
applications and start experiments. It can be easily seen that our focus was not on
optimizing firmware and building a universal application that will be able to manage
everything from testing the transceiver to experimental deployment, but to develop
a test environment for LoRa physical layer as fast as possible.

Furthermore, due to same reasons, we did not exploit the different sleep modes
of the microcontroller. Namely, we used the transceivers in the experiments which
lasted up to 8 hours; with sending rate used in the tests, we calculated that using
the batteries of 1300 mAh, the transceivers could operate for, at least, 24 hours
on a single battery charge, therefore we identified no reason to optimize power

consumption for the experiments.
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As far as drivers used in the application are concerned, we took advantage of
different libraries provided by the manufacturer of the microcontroller. Those drivers
encompass the driver for NAND flash, SPI bus, and UART; they did not require
any modifications and we were able to use them in a straight-forward manner.

On the other hand, the LoRa modem manufacturer provided drivers for the
SX1276, as well as the development kits for testing purposes. However, the drivers
were written to be executed on a different microcontroller and we could not exploit
the drivers without modifications. We opted to port manufacturer’s drivers to the
microcontroller we used in our implementation. Also, we inspected the application
the manufacturer provided for testers and developers and found out that they used
a polling mechanism to receive packets. After extensive testing of the application,
we found out that sporadic packet loss occurs. We attributed this to the usage of a
polling mechanism for packet reception, so we also modified the manufacturer’s ap-
plication to exploit interrupts for packet reception. This improved packet reception
rate and we were able to receive packets without loss.

In Fig. 3.16 the firmware execution flow diagram is given. As can be seen, at
the beginning of the code execution, the transmitter or receiver is enabled. After
that, execution proceeds to initialization of microcontroller peripherals, as well as
the NAND flash. Peripherals that are initialized in this stage are: SPI controller,
USART, timers, and I/O. In both transceiver’s operation modes, the next step is
the initialization of the LoRa modem in corresponding operation mode. In this step,

the following operations are carried out:

e putting the modem in standby mode

e setting the desired carrier frequency, spreading factor, bandwidth and coding

rate
e enabling the CRC check, and disabling the use of implicit packet header
e setting the payload length

e setting the LNA gain and output power

95



START

——TRANSMIT RECEIVE
h J ) J
INITuC & INITuC &
PERIPHERALS PERIPHERALS
A
A RXINIT LoRa
TXINIT LoRa MODEM
MODEM

WAIT FOR
PACKET
RECEPTION

A
SET PACKET |«

PACKET
Y
DELAY 200 ms NO
YES
Y
READ RSS NO
ALL
PACKETS ¢
SENT?
READ SNR
YES ¢
END WRITE TO
FLASH

Figure 3.16: Flow diagram of the firmware executed on the transceiver during ex-
periments.

After the LoRa modem initialization is finished, the transceiver goes into receive
or transmit mode and is able to start transmission. In transmit mode, packet payload
is populated with proper packet identification number (ID) and dummy bytes, and
is transmitted afterward. There is also an inter-packet sending delay which is used
to allow the receive side to perform necessary operations upon the reception of the
packet. When a predefined number of packets is sent, code execution terminates.

In the receive operation mode, when all the initializations are finished, the
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transceiver goes into the continuous receive mode, waiting for the interrupt signal
from the LoRa modem which signalizes a packet reception. Firstly, the interrupt
request is cleared and the CRC of the received packet is checked. If the CRC is bad,
the time stamp and a bad CRC flag are written in the NAND flash. On the other
hand, if the CRC is good, the RSS and SNR of the received packet are read from
the corresponding register and logged into NAND flash along with the time stamp
and packet ID. After this step, the transceiver again goes to receive mode, waiting

for the next packet to be received.
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Chapter 4

Laboratory Experiment Results
and Discussion

In this chapter, we present the laboratory experiments we performed to inves-
tigate the characteristics of the new LoRa transceiver and methods to determine
the RSS indicator correction factors and SNR measurement chain saturation region.
Since the laboratory environment offers controllable experimental conditions, we
also used it to compare the performance of different LoRa transceivers, which is
one of the objectives of our work. It is important to note that experiments to be
carried out in the laboratory, in the case of wireless transceivers, imply use of ca-
bles and attenuators for the connection of transceivers instead of antennas. In that
way, the effects of multipath propagation are minimized and identical propagation
conditions are provided for performance comparison. This is especially important
for the transceiver’s sensitivity measurements.

In industry, the laboratory verification tests are used to verify the transceiver’s
compliance with different standards based on the transceiver application. In our
experimental work, we did not perform such tests because the transceivers were
used only in experimental measurement campaigns in a limited amount of time.

To assess the performance of the new LoRa transceiver we carried out several
different tests. The first one was the measurement of output power. This test is
important because it can very quickly reveal design issues in the RF front-end of
the transceiver. Namely, if the output power is not as expected, i.e. the one that
was set in firmware by writing the desired value in the corresponding register of the

LoRa modem, it can indicate several possible problems, such as wrong microstrip
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geometry, high impedance matching network insertion loss, or both. An incorrect
microstrip geometry will also degrade the sensitivity of the transceiver because the
received signal will be additionally attenuated and possibly the LoRa modem will
not be able to detect the signal and decode the received packet. On the other hand,
since the output impedances of transmitting and receive pins of LoRa modem IC
are different, further testing would be needed to measure the impedance matching
network insertion loss in the receive path of the transceiver.

The next parameter that should be measured is the sensitivity of the transceiver
which may indicate how good is the overall hardware design of the transceiver due
to already mentioned reasons in the previous chapter. This measurement actually
shows what is the minimum signal level at the input of the transceiver which can
provide decoding of the received packet, recording the packet loss of 1 %. The exper-
iment requires a special setup which would exclude the external factors which could
degrade the transceiver’s performance such as external interference and minimize
the multipath propagation effects between transmitter and receiver. In addition,
a sufficient number of packets must be sent in order to provide valid and reliable
experimental results.

The power consumption requirements for systems deployed in IoT may be very
strict if the devices are designed to be only battery-operated. It is required that a
standalone device can operate for several years without any intervention. When a
device is deployed outdoor, the autonomy can be relatively easily achieved provided
that the device is not deployed in a harsh environment. The extended autonomy,
in this case, can be accomplished using solar panels utilized to charge the device’s
battery. On the other hand, when a device is deployed indoor and external power
supply is not available, the power consumption has to be controlled and managed
by both the hardware and firmware design. We carried out power consumption
measurements to determine the worst-case scenario battery life and to estimate how
long the new LoRa transceiver could operate on a single battery charge in a specific
use case scenario.

Finally, the emergence of IoT concept and wireless technologies such as Blue-

tooth, Zighee, sub-gigahertz transmission technologies, etc. established the RSS as
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a significant parameter to assess a link’s behavior. Usually, RSS is available in the
corresponding register as a number; however, there is typically no additional expla-
nation what is the meaning of those values and how they are correlated with actually
received signal strength present at the transceiver’s input. The situation is similar
for the SNR since it is unknown how the measured value is obtained, or when the
measurement chain goes to saturation, and what is the range of linear operation of
the measurement chain. To overcome this gap and to provide a reliable experimental
data, we performed the experiments in which we determined the correction factors
for the RSS values captured by LoRa modem IC and investigated the linear region

of operation for both RSS indicator and SNR measurement chain.

4.1 Transceiver RF Output Power
Measurements

We performed the RF output power measurements using spectrum analyzer Keysight
N9915A FieldFox. The spectrum analyzer was used due to several reasons. Namely,
besides the output power, we wanted also to capture the spectrum of the transmitted
signal for three different LoRa bandwidths: 125 kHz, 250 kHz, and 500 kHz using the
fixed spreading factor, SF = 10 and coding rate CR = 4/6.

The measurement setup consisted of one experimental Own Developed Transceiver
(OdT) that was connected to the spectrum analyzer using very short and low-loss
coaxial cable. To avoid additional losses in connector transitions, the coaxial cable
was equipped with adequate connectors on both sides: a male MMCX connector on
the side of the transceiver and an N-type connector on the side of the spectrum ana-
lyzer. The spectrum analyzer was set in "max hold” capturing mode which provided
the recording of the envelope of the transmitted signal spectrum; the output power
was set to 14dBm in firmware, while the carrier frequency was tuned to 868 MHz.
The measurement results are given in Fig. 4.1.

As can be observed, the envelope of all three spectra is constant; the amplitude is
almost 14 dBm which is in accordance with the output power set in firmware. This

implies several very important characteristics of the transceiver hardware design.
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As already noted, to maximize the power transfer from the RF IC transmitting
pin to the transceiver antenna, it is necessary to properly design the following RF

sub-blocks:
e PCB trace that connects the RF IC transmitting pin with antenna connector,

e Impedance matching network between the transceiver RF IC transmitting pin

and the PCB trace,
e Impedance matching network between the PCB trace and the antenna.
LoRa parameters: SF = 10; CR = 4+2
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Figure 4.1: OdT RF output power at 868 MHz for SF = 10 and CR = 4/6 within
three different LoRa bandwidths: 125kHz, 250kHz, and 500 kHz. The measure-
ments are carried out with Keysight N9915A FieldFox Microwave Analyzer and
plotted with Python Matplotlib.

Only under these conditions is the maximum transfer of power to the antenna
guaranteed. Since there is almost 14 dBm measured at the transceiver output, it can
be confirmed that each sub-block of the transceiver is properly designed and routed.

That practically means that the microstrip characteristic impedance is accurately
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designed to be 502, and that it is properly routed including the compensation of
the impedance discontinuities due to changing of routing direction. Furthermore,
the impedance matching network between the RF IC transmitting pin and the PCB
trace exhibits minimal losses at a frequency of interest, namely 868 MHz; also, it
is properly placed and routed to minimize inevitable signal ringing when the RF
signal is injected into the PCB. It is worth mentioning that the PCB is equipped
with footprints for the Il impedance matching network for the antenna, but in this
measurement, those footprints were left unpopulated, except the serially inserted
footprint where a zero-ohm resistor was mounted.

Finally, Fig. 4.1 shows how the spectrum of a LoRa signal looks for different
bandwidths and fixed spreading factor and coding rate, namely SF = 10 and CR =
4/6, respectively. Because of the "max hold” mode set on a spectrum analyzer
and constant amplitude of the chirp signals used to modulate transmitted data,
we observe the constant envelope. The bandwidths set in firmware can be easily

identified on the plots.

4.2 Transceiver Sensitivity Measurements and
Comparison with Commercial Transceivers

The sensitivity of the transceiver is, besides its output power, one of the most im-
portant characteristics of the transceiver. It depends on many factors, however, the
sensitivity of the LoRa modem IC used to implement the transceiver and the PCB
design methodology applied to develop the transceiver are the two most important.
The assumption is, of course, that the schematic of the transceiver is appropriate in
terms of the transceiver functionality.

The sensitivity of an RF IC is defined by its design and is specified by the man-
ufacturer in the corresponding datasheet. That implies that it contributes to the
transceiver sensitivity as a constant, whereas the PCB design dictates the overall
sensitivity of the transceiver. To perform the measurement of the RF IC sensitiv-
ity, the manufacturer must design the test PCB, where the RF IC will be mounted

together with other components necessary for its operation, and execute the mea-
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surement. Therefore, it is very important for the manufacturer to develop a high-end
test PCB which is able to provide very low noise floor for the RF IC since it will di-
rectly scale the overall sensitivity of the unit under test. This practically means that
it is possible to achieve higher sensitivity than that specified by the manufacturer if
improved PCB design methodology is applied to design the transceiver.

The sensitivity of the RF transceivers is usually defined as the received signal
strength at which the packet loss is 1 %. The number of packets sent in such measure-
ments must be adequate to accurately reflect the overall sensitivity. In engineering
practice, that number is usually taken to be > 10000. In addition, all the propa-
gation effects that occur in the field measurements (multipath propagation, fading,
external interferences) must be excluded from the measurement setup in order to get
reliable measurement results. Usually, such experiments are performed in the con-
trolled propagation environment, connecting the transmitter and receiver pair using
coaxial cable, while the variable attenuator is inserted serially to the propagation
path.

The experimental setup we used to measure the new LoRa transceiver’s sensi-
tivity, as well as to compare it with two commercial transceivers is given in Fig 4.2.
The same setup was used to determine the correction factors for RSS indicator of all
transceivers in the test and to investigate the linearity of RSS indicators and SNR

measurement chains.

Coaxial Channel Power Meter

Tral;lgli?tter Cable Attenuator oDT
0-140dB Libelium
5 dBm

Uputronics

Figure 4.2: The experimental setup used to measure the OdT sensitivity and to
compare its PRR with two commercial transceivers.

We measured sensitivity using the following LoRa parameters: SF = 10, BW =
125kHz, and CR = 4/6 at 868 MHz. These are the same test conditions as provided

in the SX1276 datasheet for the sensitivity measurement; we opted for these parame-
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ters to be able to compare the results also with LoRa modem IC sensitivity specified
by the manufacturer, indirectly comparing our PCB design to manufacturer’s PCB
design. Additionally, we set the maximum gain for the LNA, and enabled the boost
option which provides the maximum gain, to provide exactly the same conditions
specified by the manufacturer. Furthermore, the packet CRC was enabled and all
the packets with a CRC error were discarded during the test. To enable reliable
results, 20 000 packets were sent during each measurement. The output power was
set to 5 dBm.

It is worth noting that the path loss tunning, although simple in theory, con-
sumed significant time in practice because, to obtain attenuation granularity smaller
than 1dB provided by the variable attenuator, the coaxial cable needed to be short-
ened and the new connector mounted in each iteration. Using this procedure, we
achieved a packet loss of 0.995 %.

During the measurement, time stamp, packet number, RSS, SNR, and PRR were
logged. These are presented in Fig. 4.3. Dots represent current values, while solid
lines present a moving average calculated on the 1-minute time window.

As can be seen in Fig. 4.3, RSS goes as low as —138 dBm, while SNR fluctuates
between —11 and —14. The actual signal level at the transceiver input can be

calculated as:

RSS = PTX - Lcable - Lconn - Latt (41)

where,

Prx is transmit power,

Leapie 1s loss in the coaxial cable,

Leconn 1 aggregate loss in all connectors and transitions on the connection path

between transmitter and receiver,

L. is the attenuation set on the variable attenuator.

When the concrete values are substituted in Eq. 4.1, we get:
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Figure 4.3: RSS, SNR, and PRR recorded during OdT sensitivity measurement.

RSS = 5dBm — 8dB — 1dB — 133dB = —137dBm (4.2)

This is the actual received signal level at the transmitter input. We observe that
the transceiver also recorded values which rolling mean is approximately —137 dBm
during the measurement interval, while single values fluctuate between —135dBm
and -138dBm. The SNR moving average values are also constant and are approxi-
mately —12. It can be also observed that there are excursions of RSS and SNR at
the beginning of the experiment. However, this is not expected since the transmitter
and receiver were connected with a cable, which implies no multipath and fading
effects were present in the transmission path. Nonetheless, this can be explained
by the fact that the receiver was not shielded, which implies that different interfer-
ence signals could be coupled to the transceiver and cause fluctuations in RSS and
consequently in SNR.

If the sensitivity of the OdT transceiver is compared to the sensitivity of the

RF IC used to implement the OdT transceiver, namely Semtech SX1276, it can be
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observed that OdT sensitivity is better for 5dB than the sensitivity of the RF IC.
This counterintuitive result has been already explained, and it clearly shows the
hardware design advantages of the new LoRa transceiver.

On the other hand, the measured value can be compared with the theoretical
value of the receiver’s absolute noise floor. The theoretical absolute noise floor can

be calculated as follows:

NoiseFloor [dBm] = 10 X logio(k x T') + 10 x logi1o(BW) + NF (4.3)

where:
e k is Boltzmann’s constant, k = 1.38 x 10723 joules per kelvin,
e T is the temperature of the receiver system in kelvins,

BW is detection bandwidth in hertz

NF is receiver noise figure in dB

For the bandwidth of BW = 125 kHz, the theoretical absolute noise floor at room
temperature is -123 dBm. This is the theoretical value for transmission systems with
a 0dB noise factor. The receiver sensitivity is given by the sum of the noise floor
and the SNR. As already stated, LoRa modulation uses chirp spread spectrum
modulation, which provides the capability to detect signals below the noise power,
that is with negative values of SNR, as shown in our measurements. It can be
also observed that LoRa system based on newly developed transceiver offers better
link margin for even 14 dB. That implies better range and better penetration into
buildings and basements in the urban deployment scenarios. This is very important
for the practical LoRaWAN implementations and deployments since better coverage
can be achieved with fewer gateways, which are the most expensive elements of such
networks.

We also carried out comparison tests with two widely adopted commercial trans-
ceivers in terms of sensitivity. The tests were carried out under equal and controlled

conditions provided for all transceivers under test. As stated earlier, the sensitivity
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of the overall transceiver module depends on two distinct factors: (a) the sensitiv-
ity of LoRa modem embedded therein, and (b) the hardware design of the whole
transceiver. In a controlled laboratory setting, it is safe to assume that these factors
contribute with two distinct terms that combine additively to the overall transceiver
sensitivity. The first term (a), namely the modem sensitivity, is specified by the
manufacturer and depends on the selected LoRa parameters. The second term (b)
is independent of the LoRa parameters. Therefore, to compare different hardware
design sensitivities (b), it is sufficient to compare three different transceivers for a
single common set of parameter values. Since varying the parameter configuration
chosen for the laboratory experiment would merely add a common offset value to
all tests, we opted to use only one set of the LoRa parameters for the purpose of the
comparison, and we chose the same as in the case for OdT: SF = 10, BW = 125 kHz,
CR =4/6.

As far as the commercial transceivers in the test are concerned, we used two:
Libelium (LiT) and Uputronics (UpT). The Libelium was primarily chosen because
it is one of the most expensive LoRa transceivers on the market, and produced by the
biggest LoRa equipment manufacturer. The transceiver uses the Semtech SX1272
LoRa modem and supports only one frequency band, 860—1020 MHz, offering output
power up to 20 dBm. It can use spreading factors in the range of SF € [6, 12], within
three different LoRa bandwidths: 125,250, and 500 kHz. This transceiver needs a
host system to operate and during the experiments, it was mounted on a Seeeduino
Stalker v2.3 carrier board.

There are several advantages of using such a transceiver in the experiments.
Firstly, developing a firmware for an application is a straight-forward task since
there are already tested LoRa libraries available which contain all the functions
to manage the operation of SX1272. The host board enables simple connection of
external sensors via its port expanders and data logging is also simplified since there
is a Secure Digital (SD) slot mounted on the PCB.

However, there are also several drawbacks when such transceiver is used. Because
it is designed to be used in a wide spectrum of applications as general-purpose

LoRa transceiver, it is not optimized in terms of noise figure and consequently the
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sensitivity. This implies decreased range and lower penetration in buildings when
deployed in urban scenarios. In addition, the power consumption of this transceiver
is increased, because of general-purpose peripherals on the host board which cannot
be disconnected using e.g. load switches. This complicates power management
strategy when it comes to the field deployment in long-run experiments.

The second commercial transceiver deployed in the comparison experiments was
Uputronics (UpT). This transceiver is chosen because it is a low-cost and widespread
solution, widely adopted in the industry. It exploits the RFM95 LoRa module from
HopeRF, which has identical characteristics to those of the SX1276, as determined
by comparing the corresponding datasheets. As well as the Libelium transceiver,
this also requires a host system for its operation and was, therefore, mounted as a
shield on a Raspberry Pi3. The benefits and downsides of using this transceiver in
the experiments are similar to those for LiT, the only major difference is the cost of
the transceiver.

It is important to emphasize that to adjust the packet loss to be the same on all
three transceivers, i.e. 1% in order to obtain transceivers’ sensitivities, it is necessary
to tune a different attenuation on variable attenuator for each transceiver. Based
on the previous sensitivity measurement for OdT, we wanted to avoid this tedious
task and provide the PRR comparison under the same experimental conditions,
rather than to measure the sensitivity of all three transceivers. Therefore, we set
the attenuation in such way that OdT started to lose packets sporadically, and then
applied the same attenuation for remaining two transceivers under test.

The superior performance of OdT is evident from the laboratory results shown
in Fig. 4.4. Namely, the packet losses were 77.38 %, 12.99 %, and 3.01 % respectively
for LiT, UpT and OdT. The RSS plot in Fig. 4.3 reveals that the higher reception
rate of OdT is a result of the better sensitivity of the hardware design as the LoRa
modem in the OdT could decode packets with RSS as low as —139 dBm, while the
second best device, namely UpT, would not be able to decode packets with RSS
below —132dBm. Note however that UpT had a packet loss rate four times higher
than OdT (12.99% vs. 3.01 %), meaning a significantly higher sensitivity gain of
the OdT. The third tested device, Li'T, showed considerably worse performance and
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Figure 4.4: RSS, SNR and PRR in the laboratory comparison test for OdT, LiT
and UpT at 868 MHz. LoRa test parameters: BW = 125 kHz, SF = 10.

sensitivity, with minimum RSS of —125dB and very high packet loss.

Since the packet losses are not equal, sensitivities of the transceivers cannot be
directly compared. Using a conservative comparison approach, it can be concluded
that the OdT has at least 15dB better sensitivity than UpT, and 25 dB better than
LiT.

4.3 Power Consumption Measurements

Power consumption is one of the most important aspects of 0T systems. It is re-
quired that battery-operated devices are capable of standalone operation without
any intervention for years. Different techniques must be combined to successfully
cope with such stringent requirements. On the other hand, the power consump-
tion measurement of such systems poses a challenge since it can vary in range from

nano-to-mili amperes. Besides the static and dynamic power consumption of the

69



components used to implement device used in [0oT, e.g. LoRa transceiver, a very
important aspect is a design and implementation of the optimal strategy for man-
aging different operating modes of the transceiver.

As pointed out in the previous chapter, OdT provides the possibility for the
developer to implement very low power consumption since it integrates components,
i.e. integrated circuits which have extremely low power consumption. However,
in our experiments, we did not design any operation mode managing algorithm
in firmware to minimize the power consumption since we did not need it in our
experimental scenarios.

In this section we present the power consumption measurements of OdT per-
formed with a DC power analyzer Keysight N6715C. This DC power analyzer is
used to provide the power supply for the transceiver and, simultaneously, is used
to log the current consumption of the transceiver versus time. The power supply
voltage was set to V' = 3.9V to emulate 50 % discharged lithium - polymer battery
since this type of battery is usually used in such systems. The sampling interval of
DC power analyzer was set to Tiample = 0.04ms. In this way, we were able to mea-
sure accurately current consumption profiles of OdT transceiver for different LoRa
parameters since the minimum packet duration was approximately 56 ms.

The measurements were performed for three different spreading factors, namely
SF € {7,10, 12}, while bandwidth and coding rate were fixed to BW = 125kHz and
CR = 4/6. The operating frequency was set to 868 MHz, and the output power was
set to the 14 dBm which is the maximum output power on the high-frequency port
in this implementation.

The format of the packets sent in experiments is depicted in Fig. 4.5. The
preamble is used to synchronize the receiver with the incoming data packet. Besides
the preamble, there is also an explicit header incorporated in the packet. The
header contains additional information about the packet structure, namely about
the payload length in bytes, the coding rate, and the presence of a 16-bit CRC for
the payload. The header has its own CRC, but there is no information provided
about its length, as well as the length of the whole header in the corresponding

datasheet.
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to 200 ms.

<«—38 bytes—»

<«—9 bytes——»«—2 bytes—»

Preamble Payload CRC

Figure 4.5: Format of the message sent in the experiments.

In each measurement 20 000 packets were sent. The inter-packet delay was set

On the receiving side, for each correctly decoded packet, the receiver

logged the time-stamp, the packet identifier, RSS and SNR values as reported in the

corresponding modem registers. The measurement results are given in Fig. 4.6.
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Figure 4.6: OdT current consumption for three different LoRa parameter sets: SF €
{7,10,12}, BW = 125 kHz, CR = 4/6 measured with Keysight N6715C and plotted
with Python Matplotlib.

From Fig. 4.6 we observe that in transmit mode, the peak values are the same

for all three sets of parameters. For a very short time, the peaks go to approxi-

mately 62mA, and after the abrupt decrease, the current consumption goes to a

constant value of 50 mA. It can also be noticed that, while the transceiver is in idle
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mode, the current consumption is 21 mA, which is very high for the battery-operated
transceivers. However, as already stated, there is no algorithm implemented in the
firmware that would manage the power consumption of the transceiver by putting
it into different sleep modes when the transceiver is idle.

While receiving packets, the transceiver goes through different operating modes
which is reflected in the current consumption fluctuations of approximately 1mA,
in the range Irx = [24.5,25.5] mA. Here has to be noted that higher consumption
after receiving the packet is due to writing data in the NAND flash memory.

The power consumption measurements reveal also the packet airtime for the
different LoRa parameters since it can be clearly distinguished when the transceiver
transmits or receives packets from the plots in Fig 4.6. To be able to check whether
the packet airtime is in accordance with theoretical packet airtime, we firstly present
the calculus of LoRa packet airtime, based on the available documentation provided

by Semtech. The LoRa packet airtime is defined as:

Tpacket - Tpreamble + Tpayload (44)

Duration of the payload is defined as:

Tpayload = Npayload X Ts (45)

where T; is the symbol duration:

T, = — (4.6)

and Ry is the symbol rate. The symbol rate is defined as the rate at which the

spread information is sent:

BW

Now, the duration of the preamble can be calculated as:
Tpreamble = (npreamble + 425) X Ts (48)
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which, after the substitution for Ry, becomes:

QSF X (npreamble + 425)
BW

T

preamble —

(4.9)

The number of bytes in the preamble is set by the user and can be read in
the corresponding registers: RegPreambleMsb and RegPreambleLsb. The number of

symbols in the payload can be calculated as follows:

.| (8PL — 4SF + 28 + 16CRC — 20IH)
Npayload = 8 + max <C€11 |: 4(SF — 2DE> (CR + 4), 0 (410)

where:
e PL is the number of payload bytes; it can take values in range [1 — 255],
e SF is the spreading factor,

e [H is the implicit header; IH = 0 when the explicit header is enabled, IH = 1

when there is no header,

e DEis the flag for Low Data Rate Optimizer; DE = 1 when optimizer is enabled,
DE = 0 otherwise,

e CR is the coding rate (1 corresponds to 4/5, 4 to 4/8).

Finally, the packet airtime can be calculated according to the following formula:

25F % (Mpreamble + 4.25 2SF
Thacket = ( pBV\?l ) + 8 X W—i‘

< . {(8PL — 4SF + 28 + 16CRC — 201H) x 25F
+ max | ceil

4 x BW x (SF — 2DE) }(CRJFZL)’O)

(4.11)

When we substitute the LoRa parameters used in the experiments in Eq. 4.11,

we obtain: 51.46 ms, 313.14ms, and 1056.77 ms, for SF = 7, SF = 10, and SF = 12,
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respectively, which is in accordance with experimental results, see Fig. 4.6.

It is interesting to estimate the autonomy of the new LoRa transceiver, equipped
with a battery that can provide e.g. 5Ah, for the following LoRa parameters:
SF = 10, BW = 125, and CR = 4/6. The estimation assumes the maximum
output power, no power management algorithm implemented, and that the battery
provides a constant voltage of 3.9V constantly, which can differ from real exploitation
conditions.

Energy consumed in one cycle (transmit plus idle time) can be calculated as

follows:

o / i) dt + / i) di (4.12)

Tiw

Reading the values from Fig. 4.6, it can be calculated that energy consumed in
one cycle is £ = 22.28 ptW h. That implies that electric charge per one cycle yields
@ = 5.71pAh. This practically means that transceiver can achieve 875657 cycles.
Translated into the time domain, it can be calculated that transceiver can continu-
ously send packets with an inter-packet delay of only 200 ms for 7" = 125.02 hours.
However, this extremely high sending rate cannot be exploited in LPWANs due to
the violation of European spectrum duty cycle regulation [87]. On the other hand,
the usual use case scenario would be to take and send measurements only several
times per day.

If we assume that the transceiver has to send three packets per day and that it is
in deep sleep mode of operation between sending, we can recalculate the operating
time without the charging the battery. We can assume that the power consumption
of the transceiver, while in sleep mode, is approximately I = 52 A h at 3.9V, based
on the datasheets of the corresponding components. Since the time duration of the
3 packets in this operation mode is Tyirime = 939 ms, using the Eq. 4.12, we can
calculate the energy consumption for this particular case per day: E = 4.9 mWh.
That yields the estimated autonomy of T,ytonomy = 10.86 years on a 5 Ah battery.
This shows that the transceiver can fit the LPWAN deployment scenarios in remote

locations since in such scenarios there is usually no need for frequent data sending.
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4.4 RSSI Correction Factors and SNR
Measurement Chain Linearity

LoRa modem ICs are equipped with RSS Indicators (RSSI) and SNR measurement
capabilities. Measured values are stored in the corresponding registers and can be
read via the SPI bus by the host processor. For an accurate interpretation of the
experimental results, it is necessary to assess RSSI accuracy and determine the
saturation threshold for the SNR measurement chain. However, until now, there
has been no work which fully addresses this issue. For example, Gaelens et al. [33]
found the SNR measurement chain saturation threshold for the transceiver used in
their experiments, but without finding RSSI correction factors.

RSSI correction factors imply correlation of actual received power at the LoRa
modem IC’s RF pin and the value available in the corresponding transceiver’s reg-
ister. The measurement offset may be a consequence of the transceiver’'s RF front
attenuation and/or the inherent IC production tolerances.

To investigate SNR measurement chain linearity and find RSSI correction factors,
we arranged the setup shown in Fig. 4.2. An OdT was used as a transmitter set
to 5dBm of output power. The output was connected through a coaxial cable
and a variable attenuator to the channel power meter (Keysight FieldFox N9915A
handheld microwave analyzer). We performed channel power measurements on LoRa
signals at different attenuations and for both frequencies of interests. The results
are presented in Figs. 4.7 and 4.8 in magenta color for both 868 MHz and 434 MHz,
respectively. In that way, we obtained reference RSS values for both frequencies.

We then repeated the same measurements replacing the channel power meter
with each of the LoRa transceivers used in the field experiments, recording RSS and
SNR for both frequencies of interest. The results are presented in the same plots.

Applying a least squares error polynomial fit through the measured points we

obtained the following equations:

Reference [434 MHz] = —0.9948 X att + 4.556 (4.13)
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Figure 4.7: Received signal strength vs. channel attenuation for reference RSS and
OdT (868 MHz), Libelium (868 MHz), and Uputronics (868 MHz).
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Figure 4.8: Received signal strength vs. channel attenuation for reference RSS and
OdT (434 MHz).

Reference [868 MHz| = —0.9938 x att + 4.628 (4.14)
OdT [434 MHz] = —0.9626 x att — 2.205 (4.15)
OdT [868 MHz] = —0.9743 x att — 4.194 (4.16)
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Uputronics [868 MHz] = —0.9007 x att — 11.41 (4.17)

Libelium [868 MHz] = —0.8962 x att — 10.22 (4.18)

The obtained equations were used to correct the values reported by corresponding
transceivers. As can be seen in Figs. 4.7 and 4.8, RSS reported by the transceivers
is linear in a wide range, although there is a constant offset between the power mea-
sured with the power meter and the corresponding values read in the transceivers’
registers. The difference is about 6.7dB at 434 MHz and about 8.8dB at 868 MHz
for OdT. The commercial devices exhibit different offsets due to different RF front-
end attenuations: 16 dB for the Uputronics and 14.8dB for the Libelium. It can
be inferred that the devices are self-coherent but the absolute values reported by
the transceivers significantly differ from absolute values measured with the power
meter.

The linearity of the SNR reported by the transceivers is also experimentally
verified for all transceivers used in the experiments. As can be noticed in Fig. 4.9,
SNR measurement chain enters saturation when the RSS approaches —100 dBm for

all three transceivers.
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Figure 4.9: Signal-to-Noise ratio vs. Received Signal Strength for OdT (434 MHz),
OdT (868 MHz), Libelium (868 MHz), and Uputronics (868 MHz).
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Chapter 5

Field Experiment Results and
Discussion

The field experiments aim to investigate the OdT performances under real oper-
ating conditions, as well as to compare them with characteristics of the commercial
transceivers under identical experimental conditions. Besides that, the purpose of
these experiments is also to provide deeper insight into LoRa technology in sev-
eral deployment scenarios, namely in very long (> 100km) and ultra-long links
(> 300km) over land, as well as in long links (> 20 km) over seawater. It is worth
remembering that, despite the fact that LoRa has been developed to be used in
such scenarios (long range), the scientific community still lacks experimental studies
and conclusions that can provide a deeper insight into technology advantages and

limitations in such deployment scenarios.
5.1 Experimental Transceivers and Antennas

To provide more reliable experimental data and therefore conclusions drawn from
the experiments, various transceivers were deployed in different testbeds, exploiting
a variety of LoRa parameters in two different frequency bands. Besides the Own
Developed Transceiver (OdT), two additional commercial transceivers were used in
the experiments: Libelium (LiT) and Uputronics (UpT). In order to make the ex-
perimental conclusions usable in real applications, we deployed low-cost Commercial
Off-the-Shelf (COTS) rubber duck antennas for both frequency bands of interests,
namely 868 MHz and 434 MHz.

Low-cost COTS antennas usually do not have good characteristics in terms of
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specified impedance and radiation pattern due to huge manufacturing variations
and tolerances. To characterize the antennas used in the experiments, we measured
their resonant frequency (S11 parameter), and Standing-Wave Ratio (SWR). Since
the measured parameters were similar for all antennas used within the same fre-
quency band, we provided measurement results from one 868 MHz and one 434 MHz
antenna.

In Fig. 5.1 S11 parameter and SWR of the COTS antenna used in 868 MHz
experiments are given. The measurements are carried out in the field, using Keysight

N9915A FieldFox Microwave Analyzer.

S11[dB]

144 i Mig6B.0MHz -141dB § | i .

7 M:'868.0 MHz, 1.5 Ng_

500 600 700 800 900 1000 1100 1200 500 600 700 800 900 1000 1100 1200
Frequency [MHz] Frequency [MHz]

(a) S11 parameter for 868 MHz COTS an-  (b) SWR for 868 MHz COTS antenna

tenna

Figure 5.1: S11 and SWR for 868 MHz COTS antenna measured with Keysight
N9915A FieldFox Microwave Analyzer and plotted with Python Matplotlib.

We observe that COTS antenna used in 868 MHz band is suitable to be used
in the experiments since S11 parameter (Return Loss, RL) is smaller than —10dB.
This claim is based on the common engineering practice, which suggests a maximum
acceptable return loss of —10dB. That implies that 90 % of the transmitted power
is delivered to the antenna, while 10 % is returned to the transmitter. Combined
with SWR measurement, SWR = 1.5, it can be concluded that the impedance of
the antenna is acceptable to be used on the frequency of interest, therefore we did
not perform impedance matching by inserting additional passive network on PCB
between the harmonic filter and antenna connector.

In the case of 434 MHz COTS antenna, the situation is somewhat different.

Measurements of S11 and SWR parameters in the field are given in Fig. 5.2. As can
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be observed, the parameters of the COTS antenna for 434 MHz are on the boundary
to be acknowledged as suitable for the experiments: the return loss is, RL = —9.9dB,
while SWR = 2. However, we did not perform any impedance matching because we
wanted to have identical conditions for both bands.
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Figure 5.2: S11 and SWR for 434 MHz COTS antenna measured with Keysight
N9915A FieldFox Microwave Analyzer and plotted with Python Matplotlib.

The measurements of S11 and SWR showed, that despite the fact that antennas
are specified for nominal frequencies of 868 MHz and 434 MHz, and impedance of
Zat = 508, there can be huge variations. On the other hand, since we were not able
to accurately measure the gain and radiation pattern of the antennas, we relied on
the manufacturer specifications which claim the following gains: 4.5dBi and 0.7 dBi
for 868 MHz and 434 MHz, respectively, with omnidirectional radiation patterns.

Finally, in some of the measurements, we deployed costly and bulky antennas
for both frequencies of interest. Those antennas are also omnidirectional, three-
element collinear dipoles providing significantly higher gain than COTS antennas

used: 8.5dBi and 6.5dBi for 868 MHz and 434 MHz band, respectively.

5.2 Experimental Locations

The experimental locations are very important since they have to provide adequate
propagation path conditions for complete evaluation of the performances of the de-

veloped transceiver and to put all transceivers in the test to the reception boundary
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so their sensitivities can be compared. Moreover, the test locations should reflect
one or more real-case scenarios and therefore make this experimental study useful
also for practical deployments in industry.

In order to meet above requirements, we opted for two types of test scenarios:
(1) Line-of-Sight (LOS) scenario over land, establishing very long links (> 100 km);
and (2) LOS and obstructed LOS scenario over seawater, establishing long links
(> 20 km). The first experimental scenario is very important for the implementation
of early warning systems for e.g. volcano eruptions, landslides, avalanches, etc.,
while the second experimental scenario may be useful to connect environmental
monitoring stations on islands inside archipelagos, which is, on a side note, a huge
problem in island developing countries.

To find suitable test locations, a simulation software must be used which can
calculate path loss between two arbitrary geographical points and depict terrain
profile between them. For that purpose, we used BotRf [88], a software tool for
wireless link planning that uses the Longley-Rice model to estimate path loss on a
given trajectory using digital elevation maps. The process of finding suitable test
locations was carried out through several iterations, to accommodate both LOS
and obstructed LOS propagation paths, considering also the physical suitability for
equipment deployment. Based on the outputs in BotRf, we created four different

testbeds:

(a) 112km long LOS testbed over land,
(b) 316 km long LOS testbed over land,
(c) 22km long LOS testbed over seawater,

(d) 28km long obstructed LOS testbed over seawater.

Geographical details of the test sites are summarized in the Table 5.1. Using
coordinates of the test sites, we built the testbeds and calculated path losses for each
propagation path at both frequencies of interests, namely 868 MHz and 434 MHz.

The location of testbeds and their description with the results of simulations

obtained in BotRf are provided in Table 5.2, while the terrain profiles for the exper-
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Table 5.1: Geographical details of test sites.

Site Latitude Longitude Altitude Toponym Country
A 45.703800 13.720100 76 m ICTP, Trieste Italy

B 46.039200 12.362900 1406 m Monte Pizzoc Italy

C 45.521777 13.589979 133 m Pacug Slovenia
D 45.477700 13.557300 64 m Kanegra Croatia
E 46.212100 13.529400 1633 m Matajur Italy

F 44.132130 10.778920 1673 m Croce Arcana Italy

imental testbeds are depicted in Fig. 5.3.

Profiles between A and B (290.03° magnetic azimuth)
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Figure 5.3: Terrain profiles for experimental testbeds: (a) Link A-B (LOS over land,
112km); (b) Link E-F (LOS over land, 316 km); (c) Link A-C (LOS over seawater, 22 km);
(d) Link A-D (blocked LOS over seawater, 28 km). Brown area indicates the curvature of
the earth, modified by the refraction index; green area is the terrain profile as seen by the
radio wave; magenta line corresponds to 60% of the first Fresnel zone; and blue line is the
optical line of sight.
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Table 5.2: Experimental testbeds’ details.

Testbed

A-B

A-C

A-D

E-F

Mode of propagation

LOS over land

LOS over seawater

BLOS over seawater

LOS over land

Length 112km 22 km 28 km 316 km
Longley-Rice path loss (868 MHz) 131.91dB 118.26dB 176.7dB 152.82dB
Longley-Rice path loss (434 MHz) 125.91dB 112.25dB 166.12dB 145.96 dB
Free-space path loss (868 MHz) 132.18dB 118.33dB - 141.24dB
Free-space path loss (434 MHz) 126.16 dB 112.31dB — 135.22dB
Terrain shielding att. (868 MHz) —0.27dB —0.07dB 56.47 dB 11.58dB
Terrain shielding att. (434 MHz) —0.26dB —0.06dB 51.91dB 10.74dB




Finally in Fig. 5.4 details of the experimental testbeds are presented on the

maps, using the same scaling for each map.
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Figure 5.4: Experimental testbeds presented on the maps: (a) Link A-B (LOS over land,
112km); (b) Link E-F (LOS over land, 316 km); (c) Link A-C (LOS over seawater, 22 km);
(d) Link A-D (blocked LOS over seawater, 28 km).

5.3 Experimental Setup

All the experiments were carried out using the same layout. In each experiment, on
the transmit side, two OdT transceivers were configured and deployed to transmit
on two frequencies, namely on 868 MHz and 434 MHz. Transceivers were not syn-
chronized, but they were operating simultaneously. On the receive side, there were
always four transceivers configured as receivers - three were operating on 868 MHz,

while one was operating on 434 MHz. The group of receivers operating on 868 MHz
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consisted of two commercial transceivers (UpT and LiT) and one OdT, while on
434 MHz only one OdT was deployed. The reason that only one receiver was de-
ployed at 434 MHz was purely technical - LiT and UpT do not have low-frequency
port. Block diagram of the test setup is given in Fig. 5.5.

odT UpT LiT RX
RX @ 0.6m: RX @ 0.6m: RX @ 0.6m= SIDE
868 MHz 868 MHz 868 MHz
Q Q PROPAGATION
A Q

PATH

odT
TX @ 868 MHz

odT X
TX @ 434 MHz SIDE

Figure 5.5: Block diagram of experimental setup.

The transmitters were mounted on a plastic antenna mast at a vertical distance
of 1m, which is enough to cancel mutual near-field effects on antenna radiation
pattern of both transceivers. On the receive side, the receivers were mounted on a
horizontal plastic bar, at a distance of 60 cm; the horizontal bar was attached on
antenna mast forming a T-shape. In all experimental sites, receivers were mounted
at 2.5m above ground, while the transmitters were mounted on the antenna mast
on the roof of the building, approximately 15m above the ground.

The transceivers were mounted into IP-67 rated enclosures; the appearance of

the OdT transceiver inside the enclosure is shown in Fig. 5.6.

5.4 Packet Transmission Pattern

The packet transmission pattern was designed to accommodate three main goals of
the experimental study: (1) to investigate performances of the new LoRa transceiver
in the field, (2) to compare it with two widely adopted commercial transceivers; and
(3) to investigate very long LoRa links in two characteristic propagation scenarios,

namely LOS and obstructed LOS.
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Figure 5.6: OdT mounted inside IP-67 rated enclosure.

Since the improved performance of the new transceiver is mainly due to the
hardware design of the transceiver, the communication protocol must not contain
any overhead which can improve the transmission reliability because, in that case,
we cannot distinguish whether the improvements are a consequence of the protocol,
hardware design, or both. The same applies when it comes to comparison with
commercial transceivers - we want to examine improvements and limitations that
new transceiver exhibits analyzing exclusively the physical layer.

Keeping in mind the communication protocol limitations, we opted to imple-
ment a very simple transmission pattern, without sending any acknowledgments or
retrial packets. In this way, the conclusions drawn from the experiments accurately
reflects LoRa physical layer characteristics since the packet reception cannot be im-
proved by the communication protocol. In addition, because we used three different
transceivers in the tests, we excluded effects which could be a consequence of a single
transceiver manufacturing peculiarities.

The transmitters were configured to send packets with an 8-byte preamble and
9-byte payload, with CRC and explicit header enabled. After transmitting a packet,
the transmitter waited for T, = 200ms before sending the next packet. The re-
sulting sending packet rate violates the maximum duty cycle allowed by European
regulations [87] and therefore such configuration should not be adopted for com-
mercial solutions to be deployed in Europe. However, for these experiments, this

setting was required in order to observe the short-term temporal variability in re-
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ception quality, which was one of the aspects in the focus of this research study.
The transmit power on 868 MHz was set to the nominal value of 14 dBm, while for
434 MHz it was set to 20 dBm.

In each experiment 20 000 packets were sent. The LoRa bandwidth and coding
rate were fixed to BW = 125kHz and CR = 4/6 whereas for spreading factor we
tested three different values, namely SF € {7,10,12}. On the receiving side, for
each correctly decoded packet m the receiver logged the time-stamp, the packet
identifier, RSS r[m] and SNR s[m]| values as reported in the corresponding modem
registers. These were the input measurement data to the analysis presented in the
next section.

It is worth remembering that experiment durations are different for different
LoRa parameters, despite the fact that the same number of packets was sent. In
Table 5.3 LoRa packet timing details for parameters used in the experiments are

given based on the calculus provided in the previous chapter.

Table 5.3: Packet airtimes for different SFs when BW = 125kHz and CR = 4/6.

SF=T7 SF=10 SF=12
Symbol Time 1.02ms 8.19 ms 32.77ms
Preamble Duration 12.54 ms 100.35ms 401.41 ms
Airtime 51.46 ms 313.14 ms 1056.77 ms
Equivalent Bitrate 4557.29 bps 813.8 bps 244.14 bps
Experiment Duration 84 min 171 min 419 min

As can be seen, by increasing the spreading factor within the same bandwidth of
BW = 125kHz, the symbol time is increasing. Consequently, the preamble duration
and packet airtime are increasing. It is interesting to note that packet airtime for
the SF = 7 is shorter by 1 second than for the SF = 12. On the other hand, the
equivalent bit rate is decreasing by increasing the spreading factor. For example,
for spreading factor SF = 12, it yields only 214 bps. Finally, there are significant
differences in experiment durations as well: for SF = 7 the duration is only 84
minutes, while for SF' = 12 the experiment duration is 7 hours for the same number

of packets sent!
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5.5 Experimental Results and Discussion

The measurement campaign encompassed a variety of experimental scenarios, trans-
ceivers, and LoRa parameters. As stated earlier, we explored two characteristic prop-
agation paths: LOS over land and LOS over seawater. In addition, we investigated
packet reception over seawater when LOS is obstructed with knife-edge obstacle. In
LOS over land scenario, we focused our research on very long and ultra-long links.

By using three different transceivers in the experiments, we improved the ac-
curacy of the conclusions drawn from the experiments. Moreover, we chose char-
acteristic LoRa parameters in order to make our conclusions general and relevant
also in real use case scenarios. We opted to investigate three different spreading
factors SF € {7,10,12} within a fixed bandwidth of BW = 125kHz, using coding
rate of CR = 4/6. The bandwidth is chosen based on the specification of LoRaWAN
standard which restricts the use of other values. On the other hand, we opted for
the specified coding rate because it is the mid-range of possible values, and since
it does not influence the sensitivity of the transceiver, we decided not to vary this
parameter. On the contrary, because the spreading factor significantly impacts the
sensitivity, we opted to vary this parameter and investigate how it affects the packet
reception rate in the different experimental scenarios. We selected it based on a low-
est, mid-range and highest spreading value. One can notice that we chose SF =7
as a minimum value, despite the fact that RF ICs are capable of using SF = 6. This
was done because the usage of SF = 6 is limited to a special packet structure, i.e.
a packet with explicit header disabled. Since this is a special case, rarely used in
practice, we decided not to include this value in the experiments.

From the presented, it can be inferred that we performed three experiments on
every testbed, incrementing the spreading factor in each experiment and keeping
the bandwidth and coding rate fixed.

During the experiments, we logged the time stamp, packet identification number,
RSS and SNR in the local memory of the transceivers. In the post-processing of the
recorded data, we added a flag Packet Reception Indicator (PRI) in the following

manner: for each received packet we added PRI = 1, whereas for the missing packet
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we added PRI = 0 together with missing packet identification number. That was
performed in order to plot packet reception rate, calculated as a rolling mean on
the 1-minute window. The same calculations were performed for RSS and SNR,
to differentiate between slow and fast-term fluctuations. To be able to estimate
adequate value for a time window, we plotted the distribution of the difference
between the current and rolling mean values of RSS and SNR. The time window
was set to be 1 minute since, in this case, their distribution can be approximated with
Gaussian; this is exactly how these distributions must look because they represents
the measurement "noise”.

The experimental results and analysis are divided into four groups: (1) LOS over
land, (2) LOS over seawater, (3) obstructed LOS over seawater; and (4) cumulative
packet loss analysis. Further, the results are divided based on the testbed length,
and the frequency band of interest. In each scenario three different sets of LoRa
parameters were investigated, namely SF € {7,10,12} within a fixed bandwidth of
BW = 125kHz and using coding rate CR = 4/6. The graphical organization of the

experimental results is given in Fig. 5.7.

EXPERIMENTAL
RESULTS

LOS OVER OBSTRUCTED CUMULATIVE
LOS OVER LAND SEAWATER LOS OVER PACKET LOSS
SEAWATER ANALYSIS

112 km Link

316 km Link

| SF ={7,10,12} BW = 125 kHz CR = 4/6

22 km Link 28 km Link

Figure 5.7: Organization of the experimental results.

The experimental results are presented both in the time domain and cumula-
tively, using histograms. The plots in time domain show current values represented
by dots, and their moving average values represented with solid lines. The colors

on the plots are consistent throughout the chapter, namely blue represents OdT at
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868 MHz, black represents LiT at 868 MHz, green represents UpT at 868 MHz, while
red represents OdT at 434 MHz.

5.5.1 LOS Over Land Experimental Scenario

This group of experiments aimed to investigate very long LoRa links in LOS over
land scenario at two link lengths, namely 112km and 316 km, as well as to compar-
atively explore performances of the new transceiver and two widely adopted com-
mercial transceivers. As already stated, two transmitters were mounted at point A
(ICTP), transmitting on 868 MHz and 434 MHz, while three different receivers op-
erating on 868 MHz and one on 434 MHz were mounted at point B (Monte Pizzoc)
covering the length of 112km. On the other hand, in 316 km long link, transmitters
were deployed at point E (Matajur), while the receivers were deployed at point F
(Croce Arcana). Various LoRa parameters were investigated in three consecutive ex-
periments in 112 km experimental scenario, namely SF € {7,10, 12}, within a fixed
bandwidth, BW = 125kHz and coding rate, CR = 4/6. In 316km experimental

scenario only one spreading factor was tested, SF = 10.

112 km LOS over land results at 868 MHz

In Fig. 5.8 experimental results for SF = 7 are given. It can be seen that the
RSS fluctuation trend for all three transceivers is approximately the same during
the whole experiment, except in the periods between 40 — 60 and 70 — 80 minute.
In those two intervals, OdT experienced the biggest dip in RSS, while LiT and
UpT maintained relatively small change, about 2dB. However, SNR of OdT con-
stantly stays the highest, which can be explained by the highest sensitivity of OdT
transceiver. This is based on the fact that all the transceivers in the test receive
packets from the same transmitter while positioned on the same location. Inspect-
ing PRR during those intervals, we observe that the packet loss experienced by the
OdT was 0%, whereas LiT and UpT recorded significant packet loss. Since these
two intervals are the intervals where strong external interference occurred, we infer
that the OdT has the highest immunity to external interference. On the contrary,

LiT was severely impinged by external interference revealing its high susceptibil-
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Figure 5.8: RSS, SNR, and PRR for 112 km LOS link over land for OdT, LiT, and
UpT at 868 MHz. LoRa test parameters: BW = 125kHz, SF =7, CR = 4/6.

ity to external noise, while UpT exhibited moderate level of immunity to external
interferences.

Figure 5.9 gives cumulative results in the form of histograms for 112km LOS
experimental scenario deploying SF = 7 on 868 MHz. In 5.9a, distribution of RSS
moving average samples is given, while in 5.9b a distribution of the difference be-
tween moving average and current value of RSS is given. In that way, we isolated
RSS "noise” caused by multipath and fading effects from the signal received. More-
over, the distribution of RSS samples, in this case, is Gaussian, which indicates that
the 1-minute sliding window is adequate value for calculating the moving average
values. In addition, distribution of moving average values also shows that there were
no big fluctuations of RSS except in the case of OdT.

Similar observations can be made for the results presented in Fig. 5.9c and 5.9d.
These figures present the SNR moving average values and the difference between

moving average and current values of SNR for the same LoRa parameters as in
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Figs. 5.9a and 5.9b. The distribution of the SNR samples in Fig. 5.9b is also

Gaussian which confirms the previous conclusions.
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Figure 5.9: RSS and SNR histograms for OdT, Uputronics, and Libelium: f = 868 MHz,
BW = 125kHz, SF =7, CR = 4/6, LOS over land, 112 km.

Figure 5.10 shows results for the OdT, LiT and UpT transceivers over 112km
long link in LOS over land scenario, using following LoRa parameters: SF = 10,
BW = 125kHz, and CR = 4/6. We observe very strong external interference in the
interval 130—170 minute. In that interval, the RSS values recorded by OdT reach the
lowest values, while the commercial transceivers do not receive the packets almost at
all (recall that RSS and SNR are logged only for the received packets). Despite the
fact that the RSS values at the receive pins of OdT transceiver were not the highest,
the SNR values were again the highest during the whole experiment. This once again

confirms superior characteristics of the OdT in terms of noise floor and consequently
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Figure 5.10: RSS, SNR, and PRR for 112 km LOS link over land for OdT, LiT, and
UpT at 868 MHz. LoRa test parameters: BW = 125kHz, SF = 10, CR = 4/6.

the sensitivity, compared to commercial transceivers. In addition, comparing the
PRR values in this interval, we clearly see that OdT shows the highest immunity to
the external interference in comparison to commercial transceivers. Namely, while
LiT and UpT PRR was almost PRR = 0%, OdT had moderate packet loss with
only two short dips down to PRR = 0%.

Figures 5.11a and 5.11b show RSS moving average values and fluctuations of RSS
calculated for the 1-minute window for the following LoRa parameters: SF = 10,
BW = 125kHz, and CR = 4/6. As can be seen in Fig. 5.11b, the distribution of
the samples is Gaussian, which confirms adequate time window for RSS calculation
of moving average; the same also applies to SNR calculations. From Fig. 5.11a
we can observe the multipath propagation effect which was recorded by all three
transceivers. On the other hand, Fig. 5.11b again shows OdT’s superior character-
istics in terms of noise floor. Namely, most of the packets received by OdT were

logged with very high SNR, namely SNR = 1; at the same time, two other receivers,
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LiT and UpT, recorded SNR = —10 and SNR = —7, respectively. Due to this
difference in the noise floors, the OdT was able to maintain the lowest packet loss

even during high interference bursts.
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Figure 5.11: RSS and SNR histograms for OdT, Uputronics, and Libelium: f = 868 MHz,
BW = 125kHz, SF = 10, CR = 4/6, LOS over land, 112km.

Figure 5.12 shows results obtained in the experiment for the SF = 12, BW =
125kHz, and CR = 4/6. The huge fluctuations of the received signal strength are
recorded by all three receivers; this implies very pronounced multipath propagation
effects. It can be noticed that, when the SNR reaches the minimum value, the
receivers experience packet loss. In addition, the packet loss can be observed also
when the RSS and SNR are within the link margins. This packet loss is attributed
to the effects of external interference. In addition, due to very long packet airtime in

this case (more than 1 second), the probability for external interference to couple to
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Figure 5.12: RSS, SNR, and PRR for 112 km LOS link over land for OdT, LiT, and
UpT at 868 MHz. LoRa test parameters: BW = 125kHz, SF = 12, CR = 4/6.

the transceivers and impair the packet reception is increased. This has to be taken
into account when it comes to link planning since this experiment showed that a
higher sensitivity of the transceiver in LoRa networks does not necessarily imply a
higher transmission reliability. The SNR values again indicate lower noise floor of
OdT since it recorded the highest SNR values; this is also valid in the regions where
the SNR values are equal to the values recorded by the UpT since in this regions
the OdT logged lower values of RSS.

Figure 5.13 presents the distribution of the moving averages of RSS and SNR
as well as their fluctuations calculated as a difference between the corresponding
moving average and their current values. The results are obtained using following
LoRa parameters: SF = 12, BW = 125kHz, and CR = 4/6. Distributions of RSS
and SNR fluctuations verify the appropriate time window selection also in this case.
On the other hand, the distribution of moving average values confirms that there

was a dominant multipath effect in the case of all three transceivers.
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Figure 5.13: RSS and SNR histograms for OdT, Uputronics, and Libelium: f = 868 MHz,
BW = 125kHz, SF = 12, CR = 4/6, LOS over land, 112km.

112 km LOS over land results at 434 MHz

The experiments on 434 MHz were carried out using a pair of OdT transceivers,
namely one was configured as a transmitter while the second was configured as a
receiver; there were no commercial transceivers in the test since they have only
868 MHz frequency port. As already said, three different sets of LoRa parameters
were investigated: SF € {7,10, 12} within a fixed bandwidth of BW = 125kHz and
coding rate, CR = 4/6.

Figure 5.14 shows experimental results for the SF = 7, BW = 125kHz and
CR = 4/6. Received signal strength does not exhibit huge slow-term fluctuations,

while SNR records significant fluctuations at the same time. This can be explained
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Figure 5.14: RSS, SNR, and PRR for 112 km LOS link over land for OdT at 434 MHz.
LoRa test parameters: BW = 125kHz, SF =7, CR = 4/6.

by external interference which sporadically affects the transceiver. The external
interference also affected PRR; packet loss occurs whenever the current value of
SNR reaches SNR = —10, despite the fact that the RSS is significantly above the
reception margin. This implies that SNR can also be used as a valid parameter for
the link assessment in LoRa systems.

Figure 5.15 represent cumulative results for the same LoRa parameters. Distri-
bution of RSS and SNR fluctuations can be approximated with Gaussian which con-
firms proper time window for moving average calculations. On the other hand, RSS
averaged values are concentrated in a narrow range, between RSS € [—108, —105] dBm,
which indicates the absence of the strong multipath propagation effects.

Figure 5.16 shows experimental results obtained for the following LoRa param-
eters: SF = 10, BW = 125kHz, and CR = 4/6. We observe a strong decrease of
RSS between 20 — 30 minute of the experiment which is reflected in the decreased

PRR in the same interval. The RSS and SNR exhibit the same fluctuation trend
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Figure 5.15: RSS and SNR histograms for OdT: f = 434 MHz, BW = 125kHz, SF = 7,
CR = 4/6, LOS over land, 112km.

during the whole experiment and since the changes are slow, we can attribute this to
multipath propagation effect; the external interference did not have any significant
impact on the packet reception rate nor on the RSS or SNR.

The distribution of the RSS and SNR fluctuations is depicted in Figs. 5.17b and
5.17d. It can be noticed that the distribution is Gaussian, therefore we can infer that
moving average calculations are valid also in this case. The same conclusions made
in the time domain can be also observed in this case: the huge fluctuation range of
RSS and SNR is clearly observed, indicating a pronounced multipath propagation.

Figure 5.18 shows experimental results acquired for the SF = 12, BW = 125 kHz,
and CR = 4/6. We observe that SNR follows RSS fluctuation trend very accurately.
On the other hand, due to very high fluctuations, we can infer that in this experi-

ment, multipath propagation effect was very strong; however, it did not impair the
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Figure 5.16: RSS, SNR, and PRR for 112 km LOS link over land for OdT at 434 MHz.
LoRa test parameters: BW = 125kHz, SF = 10, CR = 4/6.

packet reception except in two very short periods: at the beginning, and at the end
of the experiment.

Multipath propagation effect can be even better recognized in the Figs. 5.19a
and 5.19¢. It can be seen that the samples are distributed in the very wide range,
RSS € [-120, —105] dBm, indicating huge fluctuations; this is similar with SNR
values. In addition, we observe that SNR sporadically reaches SNR = —20 which
shows again very low noise floor of the OdT since, even in that case, the OdT was

able to receive packets.

316 km LOS over land results at 868 MHz

The focus of this group of experiments was to test maximum range that could be
achieved using newly developed transceiver as well as commercial transceivers. Due
to very difficult terrain where the transceivers had to be deployed, we decided to

experiment with only one set of LoRa parameters, using SF = 10 as a mid-range
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Figure 5.17: RSS and SNR histograms for OdT: f = 434 MHz, BW = 125kHz, SF = 10,
CR = 4/6, LOS over land, 112km.

value, a bandwidth of BW = 125kHz, and CR = 4/6. Here it has to be noted that
only OdT transceiver was able to receive the packets at this distance.

The initial setup for this experiment included low-cost omnidirectional COTS
antennas installed on both ends. Since we were not able to receive any packet in
this case, we replaced the antenna on transmit side with omnidirectional, three-
element collinear dipole with a higher gain of 8.5dBi; after that we were able to
receive packets.

As can be seen in Fig. 5.20, the 868 MHz link is entirely feasible. Receive
signal strength experienced significant fluctuations which was the consequence of
the multipath propagation effects and the SNR followed the same fluctuation trend.
Both RSS and SNR were on the boundaries of the reception margin, but the OdT

was still able to receive packets. There was one interference burst in the interval of
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Figure 5.18: RSS, SNR, and PRR for 112 km LOS link over land for OdT at 434 MHz.
LoRa test parameters: BW = 125kHz, SF = 12, CR = 4/6.

18 — 22 minute, however, PRR still remained reasonably high.

It is interesting to note that both RSS and SNR reached values below the mini-
mum specified in the corresponding datasheet for SX1276 RF IC and the OdT was
still able to decode received packets. This confirms the conclusions drawn from the
sensitivity experiments carried out in the laboratory, and previously performed field
experiments.

Figure 5.21 shows cumulative results for both RSS and SNR fluctuations and
their moving average values calculated within a l-minute time window. We used
the following LoRa parameters: SF = 10, BW = 125kHz, and CR = 4/6. The
distribution of the RSS and SNR fluctuations clearly shows that the time window for
the calculation of moving average was properly selected. Moreover, the distribution
of the RSS and SNR moving averages confirms the very strong multipath effect.
The RSS reaches —134 dBm while SNR goes down to —16. This again confirms the

low noise floor of the OdT transceiver, which in this particular case exceeded the

101



1400

) - Ole 434 MHz

1200 4------

-

o

S

o
L

®

o

S)
L

Number of Samples

0

-135 -130 -125 -120 -115

RSS [dBm]

-110

-105 -100

(a) RSS: 1-minute window moving average

1200

| QdT 434 MHz

1000

©

o

o
L

Number of Samples
o
o
o

(c) SNR: 1-minute window moving average

4000

_— OdT 434 MHz

3500

3000

Number of Samples
= N N
w o w
o o o
o o o

1000

500

0

-20

T
-15

1
-10

T
-5

0
RSS [dBm]

T
5

T 1
10 15 20

(b) RSS: 1-min window m. avg. fluctuations

7000

6000 +----

Number of Samples
wu
o
o
o
.

N

o

o

o
L

1000 +----

4000 4 - -

3000 4----

| da 434 MHz

-30

T
-20

T
-10

0
SNR

T
10

f
20 30

(d) SNR: 1-min window m. avg. fluctua-

tions

Figure 5.19: RSS and SNR histograms for OdT: f = 434 MHz, BW = 125kHz, SF = 12,
CR = 4/6, LOS over land, 112km.

one specified in the datasheet for RF IC used to implement OdT transceiver. This
is due to, as already explained, the methodology used in the hardware development

of the transceiver.

316 km LOS over land results at 434 MHz

Figure 5.22 presents results obtained in the experiment for the following LoRa pa-
rameters: SF = 10, BW = 125kHz, and CR = 4/6. Due to the already explained
reasons, only this set of LoRa parameters was investigated.

We observe very huge fluctuations of both RSS and SNR, and also the identical
fluctuation trend of RSS and SNR. These fluctuations are a consequence of the

dominant multipath propagation effects. On the other hand, packet reception was
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Figure 5.20: RSS, SNR, and PRR for 316 km LOS link over land for OdT at 868 MHz.
LoRa test parameters: BW = 125kHz, SF = 10, CR = 4/6.

not significantly affected, namely there was a sporadic packet loss which could be
easily handled with a communication protocol.

Cumulative experimental results given in Fig. 5.23 reflect the conclusions drawn
from the time domain. Namely, Fig. 5.23a shows that RSS excursions are in the
wide range, RSS € [—135,—107], reaching again RSS values below the theoret-
ical minimum specified in the datasheet for RF IC used to implement the OdT
transceiver. The distributions of the difference between RSS and SNR moving av-
erage and current values are Gaussian, indicating again the proper time windowing
for the calculation of the RSS and SNR moving average values.

The experimental results obtained in this group of measurements show that LoRa
links can be established over extended ranges in both frequency bands for virtually
any combination of LoRa parameters. Furthermore, it has been shown that packet
transmission is possible even over extreme link lengths, longer than 300 km, using

omnidirectional antennas. This qualifies LoRa technology to be deployed in early
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Figure 5.21: RSS and SNR histograms for OdT: f = 868 MHz, BW = 125kHz, SF = 10,
CR = 4/6, LOS over land, 316 km.

warning systems for the detection of different natural disasters such as landslides,
volcano eruptions, etc.

Furthermore, each experimental scenario also confirmed the advanced character-
istics of the new LoRa transceiver in terms of sensitivity and immunity to external
interferences. This is very important since it proves that hardware design is also ap-
propriate to be deployed in development of the devices that could be potentially used
in commercial applications offering improved characteristics in terms of two most
important parameters of any wireless transceiver, namely sensitivity, and immunity

to external interferences.
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Figure 5.22: RSS, SNR, and PRR for 316 km LOS link over land for OdT at 434 MHz.
LoRa test parameters: BW = 125kHz, SF = 10, CR = 4/6.

5.5.2 LOS Over Seawater Experimental Scenario

This group of experiments aimed to investigate LoRa link feasibility over seawater in
two frequency bands: 868 MHz and 434 MHz. The OdT transmitters at 868 MHz and
434 MHz were mounted at point A (ICTP), while the receivers (OdT and commercial
transceivers) were mounted at point C (Pacug). Various sets of LoRa parameters
were investigated - we probed SF € {7,10,12} within a fixed bandwidth of BW =
125kHz, and coding rate CR = 4/6.

22 km LOS over seawater results at 868 MHz

Figure 5.24 shows the results obtained in LOS scenario for OdT, Libelium and
Uputronics transceivers, operating at 868 MHz with following parameters: BW =
125kHz, SF = 7, and CR = 4/6.

We observe that the RSS is almost constant during the whole experiment and

that it is nearly equal for all three transceivers. This implies that multipath propaga-
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Figure 5.23: RSS and SNR histograms for OdT: f = 434 MHz, BW = 125kHz, SF = 10,
CR = 4/6, LOS over land, 316 km.

tion effects were not dominant during the experiment and that the main component
of the transmitted signal was the one which traveled in direct LOS path. In addi-
tion, two short dips can be seen in 58 and 78 minute of the test. They are caused
by short radio-interference bursts, but they did not produce a drop in the packet
reception rate. On the other hand, the SNR follows the fluctuation trend of RSS for
all three transceivers. By inspecting the SNR values of different transceivers, and
rescaling Libelium SNR values using Fig. 4.9, we observe that OdT has the highest
SNR, and consequently the lowest noise floor; this implies the highest sensitivity of
the OdT transceiver.

The PRR for OdT and Uputronics is constantly high, with negligible packet
loss; Libelium has a constant packet loss, yielding PL = 28.68 % which is high and
unexpected since the values of RSS and SNR are deeply inside the link margin and
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Figure 5.24: RSS, SNR, and PRR for 22 km LOS link over seawater for OdT, LiT,
and UpT at 868 MHz. LoRa test parameters: BW = 125kHz, SF =7, CR = 4/6.

there is negligible interference. Additional tests are required in order to investigate
the cause of the high packet loss.

Figure 5.25 shows RSS and SNR cumulative results on the entire measurement
interval for the OdT, Uputronics and Libelium transceivers at 868 MHz, for the
same LoRa parameters. It can be noticed that the distribution of RSS values does
not indicate multipath propagation effects and fading since Rice distribution cannot
be observed. Rice distribution of RSS amplitudes is characteristic when there is
a multipath propagation effect in the channel and one component is dominant,
usually, the one that travels in LOS path [89]. However, the distribution of the RSS
amplitudes has to be interpreted cautiously since the RSS indicator measures the
received power of the whole packet and cannot measure the RSS value of a single
multipath component. The difference between the 1-minute window moving average
values and current values exhibits the Gaussian distribution. This indicates that the

time window for moving average calculations has been adequately selected since that
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difference represent the RSS fluctuations, which can be treated as a kind of "noise”.
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Figure 5.25: RSS and SNR histograms for OdT, Uputronics, and Libelium: f = 868 MHz,
BW = 125kHz, SF = 7, CR = 4/6, LOS over seawater, 22 km.

Figure 5.26 shows results for the OdT, Uputronics, and Libelium transceiver at
868 MHz, in LOS scenario, with the following parameters: BW = 125kHz, SF = 10,
CR = 4/6. It can be noticed that in this experiment RSS of all three transceivers
fluctuated. Since these fluctuations are relatively slow, they can be attributed to
multipath propagation effects. In the first 70 minutes of the experiment, multipath
was not pronounced, however between 70 and 140 minute of the experiment, fluc-
tuations of 5dB are recorded. Since the experiment was carried out for LOS path
(60 % of the First Fresnel zone was clear), multipath was a consequence of meteo-
rological conditions which could cause refraction and consequently reflection from

the sea surface due to forming air masses with different refraction indexes. How-
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Figure 5.26: RSS, SNR, and PRR for 22 km LOS link over seawater for OdT, LiT,
and UpT at 868 MHz. LoRa test parameters: BW = 125kHz, SF = 10, CR = 4/6.

ever, the multipath did not cause any significant packet loss, Uputronics experienced
negligible packet loss of PL = 0.01%.

We also observe that SNR recorded by Libelium and Uputronics follows the
fluctuation trend of corresponding RSS values. On the other hand, the OdT exhibits
counterintuitive behavior after 130 minute of the experiment since with the increase
of the signal level at the input, SNR decreases. Examining Fig. 4.9 and taking
into account the tolerances of components, this can be explained by saturated SNR
measurement chain, which shows the ”saw-tooth” oscillating behavior for the input
signal levels higher than —100 dBm.

Figure 5.27 represents RSS and SNR histograms, based on the distribution of
I-minute window moving average values and differences between moving average
values and current values for the same LoRa parameters. The distribution of the
RSS amplitudes is obviously not Ricean, but it is expected since multipath prop-

agation effect was present during only one interval of the experiment. Again, this
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has to be interpreted cautiously due to already mentioned reasons. The distribution
of the difference between the 1-minute window moving average values and current
values can be approximated with Gaussian only in the SNR case, while for RSS
bimodal distribution is observed. This can be explained with the presence of rela-
tively pronounced multipath effects during one period of the experiment; however,
further measurements are needed that would relate RSS bimodal distribution with

multipath effects present in a limited interval within the experiment.

mmm OdT 868 MHz mmm Libelium 868 MHz  msm Uputronics 868 MHz Bmm OdT 868 MHz  mmm Libelium 868 MHz ~ mmm Uputronics 868 MHz
2500 1 1 1 1 1 2000
2000 - L 1500
‘ : : : : 3 1000 4

500 -
0 4
1500

1000 -
500 -

04
1500

Number of Samples

1000 -
500 -

—105 -104 -103 -102 -101 —100 -99
RSS [dBm] RSS [dBm]

(a) RSS: 1-minute window moving average (b) RSS: 1-min window m. avg. fluctuations
s OdT 868 MHz mmm Libelium 868 MHz ~ mmm Uputronics 868 MHz mmm OdT 868 MHz ~ mmm Libelium 868 MHz ~ W= Uputronics 868 MHz

4000 . . . . . . 4000
3000 1 ; ; ; i ; :

10 12 14 16 18 -10 -8 -6 -4 -2
SNR [dBm] SNR [dBm]

(c) SNR: 1-minute window moving average (d) SNR: 1-min window m. avg. fluctua-
tions

Figure 5.27: RSS and SNR histograms for OdT, Uputronics, and Libelium: f = 868 MHz,
BW = 125kHz, SF = 10, CR = 4/6, LOS over seawater, 22 km.

In Fig. 5.28 results for BW = 125kHz, SF = 12, and CR = 4/6 are given. The
small fluctuations of RSS for all three transceivers, approximately 2dB peak-to-
peak, indicate that there was an unobtrusive multipath propagation, whose effects

were not detrimental for PRR. On the other hand, sporadic packet loss that Libelium

110



— OdT 868 MHz — Libelium 868 MHz — Uputronics 868 MHz

E
[a1]
S,
wn
(V)]
o
10 e AT k. | i
n 5 ot Vi oriscn Aol . sl g N L NN A |
0 1 1 1 1 1 1 1 1
"‘WU " '-nw T
c 3 3
& OS54 )i b A R L L |
[a . .
OO I 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400

minutes

Figure 5.28: RSS, SNR, and PRR for 22km LOS link over seawater for OdT, LiT,
and UpT at 868 MHz. LoRa test parameters: BW = 125kHz, SF = 12, CR = 4/6.

experienced is a consequence of short burst radio-interference, as can be seen on the
plots. This claim is also additionally supported by the fact that moving averages
of the RSS and SNR are significantly higher than the link margin during the whole
measurement interval. We also observe that SNR follows RSS fluctuation trend for
all three transceivers for most of the time, except for OdT: around the 250 and 325
minute of the experiment we again notice that SNR decreases when RSS increases; a
closer look reveals that RSS again reached —100 dBm, replicating the same effects as
in the previous experiment. Finally, by comparing the SNRs, it can be again noticed
that OdT has the lowest noise floor and, consequently, the highest sensitivity.

The histograms for the same experiment scenario, presented in Fig. 5.29 con-
firms the reasoning applied in the previous experiments. Due to small-scale effects of
multipath propagation, the distribution of the differences between RSS moving av-
erage values and current values is not bimodal; however, this has to be additionally

confirmed with further experiments to be able to be generalized.
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Figure 5.29: RSS and SNR histograms for OdT, Uputronics, and Libelium: f = 868 MHz,
BW = 125kHz, SF = 12, CR = 4/6, LOS over seawater, 22 km.

22 km LOS over seawater results at 434 MHz

The experiments carried out at 434 MHz were performed using a pair of OdT
transceivers, exploring the same LoRa parameters as in the case for 868 MHz band.
In addition, the experimental setup was identical and deployed to operate simulta-
neously with the 868 MHz setup.

Figure 5.30 shows results for the following parameters: BW = 125kHz, SF =7,
and CR = 4/6. It can be seen that the RSS is remarkably high during the whole
measurement, the minimum value is —88dBm. Its moving average values fluctuate
3 dB peak-to-peak indicating a small-scale multipath propagation. This also can be
concluded if we compare it to the corresponding results at the 868 MHz. Namely, the
difference yields approximately 12 dB. However, due to negligible terrain shielding
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Figure 5.30: RSS, SNR, and PRR for 22km LOS link over seawater for OdT at
434 MHz. LoRa test parameters: BW = 125kHz, SF =7, CR = 4/6.

in this case (see Table 5.2) and consequent free-space propagation, the difference
should be 6dB, provided there are no multipath effects on propagation path. We
can also observe a very small packet loss during the whole experiment which yields
PL =0.15%.

The SNR fluctuations do not follow RSS fluctuation trend during the whole
experiment. Referring to Fig. 4.9, this can be easily explained. Namely, the SNR
measurement chain is deeply in the saturation region, reflecting the oscillations that
can be observed for RSS values lower than —100 dBm.

Figure 5.31 shows the distribution of the moving averages of the RSS and SNR
calculated in the 1-minute window, as well as distributions of the difference between
their current and moving average values. The results shown are obtained using the
following LoRa parameters: BW = 125kHz, SF = 7, and CR = 4/6. We observe
that difference between current and moving average values of RSS is nearly bimodal

which is expected since small-to-medium-scale multipath effects can be observed.
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Figure 5.31: RSS and SNR histograms for OdT: f = 434 MHz, BW = 125kHz, SF = 7,
CR = 4/6, LOS over seawater, 22 km.

On the other hand, it can be noticed that for the same difference of SNR values
there is a bimodal distribution, which may be explained by the deep saturation
of the SNR measurement chain; however, this claim needs further investigation in
order to be confirmed.

In Fig. 5.32 results for the following LoRa parameters are given: BW = 125 kHz,
SF = 10, and CR = 4/6. As in the previous experimental case, RSS fluctuation of
moving average values are approximately 3 dB peak-to-peak. The difference between
the corresponding RSS values for the same LoRa parameters at 868 MHz is slightly
lower yielding 10 dB. The same conclusion as in the case for SF = 7 can be applied;
this is also valid for SNR.

Figure 5.33 shows RSS and SNR distribution of 1-minute moving average and

the difference between current values and moving average for the same LoRa param-
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Figure 5.32: RSS, SNR, and PRR for 22 km LOS link over seawater for OdT at
434 MHz. LoRa test parameters: BW = 125 kHz, SF = 10, CR = 4/6.

eters. Again, the small-scale multipath effects can be distinguished by inspecting
the difference between current values and moving average values in Fig. 5.33b. On
the other hand, the moving average fluctuations in Fig. 5.33d this time show Gaus-
sian distribution, but the SNR measurement chain is on the onset of the saturation
region, where the characteristic of the measurement chain is different than in the
deep saturation region.

Figure 5.34 shows experimental results for the following parameters: BW =
125kHz, SF = 12, and CR = 4/6. The RSS fluctuations in this mode are the highest,
and multipath propagation is clearly observed. However, PRR is constantly PRR =
1, which is expected due to highest sensitivity mode of operation. It should be noted
that, counter-intuitively, these LoRa settings can also yield the highest packet loss
due to very long packet airtime (above 1 second) and increased susceptibility to
interference. The uncorrelated fluctuations of SNR to RSS are due to same reasons

as in the other two experimental scenarios for 434 MHz - the saturation of SNR
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Figure 5.33: RSS and SNR histograms for OdT: f = 434 MHz, BW = 125kHz, SF = 10,
CR = 4/6, LOS over seawater, 22 km.

measurement chain and oscillation which the chain exhibits in that region.
Eventually, Fig. 5.35 gives an insight into the distribution of the RSS and SNR
moving averaged values, calculated on the 1-minute window for the same measure-
ment. Here the same conclusions from the previous experimental case can be applied.
The experimental results unambiguously show that LoRa links over seawater
are feasible up to at least 22km for any combination of LoRa parameters in both
frequency bands of interest, 868 MHz and 434 MHz if LOS condition between trans-
mitter and receiver is guaranteed. Furthermore, the links are feasible using low-cost
off-the-shelf rubber duck antennas which makes the results useful also in commercial
deployments. Since there is a link margin of 15dB in 868 MHz band, and approxi-
mately 20 dB in 434 MHz band, it can be assumed that maximum achievable distance

is significantly longer.
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Figure 5.34: RSS, SNR, and PRR for 22km LOS link over seawater for OdT at
434 MHz. LoRa test parameters: BW = 125 kHz, SF = 12, CR = 4/6.

Moreover, the experiments also showed that there is a significant weather tol-
erance margin as well. Namely, it is well known that RSS decreases when ambient
temperature increases [90]. This can impair signal reception if deployments are done
in areas with high average temperature fluctuations during the year. Moreover, if
the transceivers are mounted inside, e.g. IP-67 rated enclosure, the temperature
can be even higher than ambient if the device is exposed directly to the sun [91].
Since our transceivers were deployed in unfavorable conditions in terms of weather
conditions (they were mounted inside the IP-67 rated enclosure, directly exposed to
the sun, with an ambient temperature of 28 °C), it can be easily concluded that link
feasibility can be extended for even higher ambient temperatures.

It is interesting to note that RSS fluctuations are smaller for a smaller spreading
factor used. By increasing the spreading factor, the RSS fluctuations are increasing
in amplitude in both frequency bands, resulting in a peak-to-peak value of 10dB

for SF = 12 at 868 MHz. Additional investigation is needed to determine the cause,
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Figure 5.35: RSS and SNR histograms for OdT: f = 434 MHz, BW = 125kHz, SF = 12,
CR = 4/6, LOS over seawater, 22 km.

however, an explanation can be related to longer packet airtimes (due to higher
SFs) and longer RSS measurement window which increases the probability for a
different kind of interference to impact the measurement. Nevertheless, this did not
cause a problem in the packet reception rate because the absolute value of RSS was
substantially greater than the reception margin for the given LoRa parameters.

When the SNR measurement chains are not in the saturation region of operation,
the values of SNR can be used to assess the link quality. It can be seen that OdT
transceiver constantly has the highest SNR, as well as the highest PRR. This is the
consequence of the lowest noise floor which is provided with an advanced hardware
design approach described in [80]. This enables the OdT to decode very weak signals
and maximize range.

The PRR is constantly high with negligible packet loss for all LoRa parameters
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tested, except for Libelium in the case of SF = 7. This needs further investigation
since RSS and SNR are considerably above the reception margin, and the other
two receivers operated flawlessly for the same LoRa parameters. Besides that, in
all other experimental scenarios packet loss is negligible, which implies that LoRa
parameters can be chosen only according to the application specific requirements.

It is worth noting that in these experiments compatibility between the only two
manufacturers of LoRa ICs is validated since the transmitters were equipped with
Semtech LoRa ICs, whereas one of the receivers was equipped with HopeRF LoRa
IC. This practically means that there are no limitations in terms of hardware usage
in different deployments.

Results of the experiments imply that propagation over seawater does not pose
any problem for LoRa transmission systems. The optimum set of parameters can
be chosen based only on the particular application requirements, since the reliable
transmission can be achieved for virtually any combination of LoRa parameters for
bandwidths BW > 125 kHz. Taking into account LoRa bit rate, these systems may
be very useful for connection of environmental monitoring stations deployed in island
countries. Moreover, this technology could be applied in early-warning systems for

disaster prevention from e.g. eruptions of volcanoes located on islands.

5.5.3 Obstructed LOS Over Seawater Scenario

This group of experiments aimed to give a deeper insight into LoRa links behavior
over seawater when the LOS is completely blocked. The assumption was that prop-
agation was possible due to diffraction effects on knife-edge obstacle. The obstacle

consisted of natural rocks and was positioned near the receive side, see Fig 5.3.

28 km obstructed LOS over seawater results at 868 MHz

This group of experiments did not yield any results in terms of packet reception. We
tested all three group of parameters; moreover, we replaced low cost COTS antennas
by three-element collinear dipoles with a higher gain of 8.5 dBi, but we could not

establish a link for any of the LoRa parameters used in the previous experiments.
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28 km obstructed LOS over seawater results at 434 MHz

Using low-cost, off-the-shelf, rubber-duck antennas, we were unable to establish a
LoRa link. Since we were on the boundary of the reception margin, we replaced
the antenna on transmit side with wide-band three-element collinear dipole with a
higher gain of 6.5dBi. The results of the experiment were the same as previously:
there was no reception for any of the LoRa parameters.

In the next step, we replaced the antenna at the receive side also with a collinear
dipole. Since this case is not suitable for most IoT commercial applications, (costly
and bulky antennas at both sides), we tested only one set of LoRa parameters:
BW = 125kHz, SF = 10, and CR = 4/6. In this case, we had a successful packet

reception and the results are given in Fig. 5.36.

—_— QdT 434 MI—I|Z

RSS [dBm]

SNR

PRR

0 50 100 150 200 250 300
minutes

Figure 5.36: RSS, SNR, and PRR for 28 km obstructed LOS link over seawater for
OdT at 434 MHz. LoRa test parameters: BW = 125kHz, SF = 10, CR = 4/6.

Analyzing RSS, SNR, and PRR combined, it can be concluded that two differ-
ent kinds of interferences affected transmission: 1) radio-interference, which caused

main packet loss between 95 and 175 minute of the experiment; and 2) interference
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due to multipath propagation which started after 140 minute of the experiment.
Radio-interference can be recognized by short dips in SNR while moving average
values remain high. In the interval 140 — 175 minute of the experiment, both radio-
interference and interference caused by the multipath propagation, affected trans-
mission and PRR. This can be recognized due to short dips in SNR which reach
link margin values, and by a drop in moving average values, respectively. Multipath
propagation, in this case, could be caused by meteorological conditions and differ-
ent refraction indexes of air masses between transmit and receive side, as well as
by the diffraction on knife-edge obstacle, made of natural rocks, which blocks LOS
propagation (see Fig. 5.3).

Figure 5.37 presents the distribution of RSS and SNR moving averages and the

difference between moving average values and their current values.
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Figure 5.37: RSS and SNR histograms for OdT: f = 434 MHz, BW = 125 kHz, SF = 10,
CR = 4/6, obstructed LOS over seawater, 28 km.
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The results are similar to all other results obtained for 434 MHz band, except
for the RSS fluctuations. Multimodal distribution (three modes) is observed in this
case, which can indicate the presence of three intervals affected by different sources
of interference combined; in order to confirm this claim, additional experiments are
needed.

The experiment shows that LoRa links can be established even in the presence
of an obstacle that blocks the line of sight, provided that higher gain antennas are
used at both ends. In this case, the reception was attributed to diffraction in the
knife edge obstacles present on the propagation path. Nevertheless, there are certain
limitations when it comes to their practical implementations since costly and bulky

antennas are needed on both sides and transmission reliability is not guaranteed.

5.5.4 Cumulative packet loss analysis

Cumulative packet loss analysis refers to analysis in which packet losses obtained
in different experimental scenarios are analyzed together for the same sets of LoRa
parameters. In this way, we were able to extrapolate LoRa system behavior in terms
of packet loss for different parameters and ranges in LOS propagation scenario.

We used data sets obtained in two different experimental scenarios: LOS over
seawater in 22 km long link, and LOS over land in 112km long link. The results are
obtained for two different frequencies of interest, namely 868 MHz and 434 MHz for
the following LoRa parameters: SF € {7,10,12}, BW = 125kHz, and CR = 4/6.

The results are presented in the form of 3D plots; the x-axis represents the range,
while the y-axis represents different spreading factors. Z-axis is cumulative packet
loss obtained in different measurement scenarios. The plot colors are consistent with
those used in previous subsections.

Figure 5.38 presents results obtained at 868 MHz using OdT transceiver. We
observe that packet loss is increasing with range for all three spreading factors, as
expected. On the other hand, counterintuitive, the highest gradient can be noticed
for spreading factor SF = 10. This is unexpected since the lowest sensitivity of
the RF 1C is for SF = 7, and it is expected that the packet loss gradient is the

highest in this case. However, the packet loss for this spreading factor reaches its
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Figure 5.38: OdT cumulative packet loss at 868 MHz as a function of spreading
factor and range.

maximum of PL = 0.14 %, whereas the packet loss for spreading factor SF = 10 is
PL = 4.09%. The packet loss for the spreading factor SF = 12 is smaller than for
SF = 10, as expected, but still higher than for SF = 7, yielding PL = 0.73 %. This
can be explained, as already stated, by longer packet airtime for higher spreading
factors and increased probability for the background noise to couple to the receiver
and impair packet reception. The analysis shows that the use of higher spreading
factors does not necessarily imply lower packet loss. Nevertheless, the packet loss
experienced in this group of experiments is small and simple to handle by using
some communication protocol.

Figure 5.39 presents results acquired with LiT transceiver at 868 MHz. In this
experimental scenario, packet losses are significantly higher than those recorded with

OdT transceiver. Maximum packet loss is recorded for SF = 7 over 112 km long link,
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Figure 5.39: LiT cumulative packet loss at 868 MHz as a function of spreading factor
and range.

which yields PL = 42.3%. Such high packet loss proves the superior performance
of OdT over LiT since OdT experienced PL = 0.14% in the same experimental
conditions.

Packet loss recorded for SF = 10 reaches its maximum at distance of 112 km.
This is as expected, and it is lower than for the SF = 7, yielding PL = 22.39 %.
However, this is still very high packet loss in comparison with OdT transceiver,
which under the same experimental conditions recorded PL = 4.09 %. Finally, for
SEF = 12 the LiT transceiver experienced the smallest packet loss at link distance of
112 km, which is PL = 6.53 %.

It is interesting to note that for the 22km long link, the smallest packet loss
was recorded for SF = 10. In this experimental scenario packet airtime duration

affected packet reception only in LOS over seawater experimental scenario. On the
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other hand, as expected, the smallest gradient of packet loss increase was recorded
for SF = 12.

Figure 5.40 shows data recorded with UpT transceiver at 868 MHz. As can be
seen, the packet loss exhibits the similar trend as that recorded by OdT. Identically,
maximum packet loss is experienced for SF = 10, which is PL = 19.1%. On the
other hand, the smallest change in the packet loss was recorded for SF = 12 since

the minimum value is PL = 0.01 %, while maximum value is PL = 0.88 %.
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Figure 5.40: UpT cumulative packet loss at 868 MHz as a function of spreading
factor and range.

Finally, in Figure 5.41 results acquired for OdT transceiver at 434 MHz are pre-
sented. We observe that packet loss exhibits the same trends as LiT transceiver,
but with significantly smaller packet losses recorded. Expectedly, the highest packet
loss in the experiment was recorded using SF = 7, yielding PL = 6.02%. On the
other hand, packet loss obtained deploying SF = 12 was almost constant for all link
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lengths. This is expected since path loss at 434 MHz is lower than for 868 MHz, and
it cannot affect packet reception rate for these LoRa parameters significantly since

the link margin is still high even for the link length of 112 km.

[
— N\
74 I e N S
6 ul ™ T\r
™S

. ~] ™™
3 ™ ~
@ 4 I
2 R\
3 s
g ~

1.8
L -12
o y 0.6

20

60

W 11
%, 80 )

12 120 rang®

Figure 5.41: OdT cumulative packet loss at 434 MHz as a function of spreading
factor and range.
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Chapter 6

Conclusion

The objective of this research work was to develop the novel LoRa transceiver
with improved characteristics and to gain a deeper insight into LoRa technology
capabilities using the newly developed transceiver.

Since the LoRa is a new wireless technology, there are still no advanced general-
purpose transceivers which might be used in scientific experiments; the current state
of the art is based almost exclusively on the experiments carried out with the com-
mercial LoRa development kits. The gained insight into technology capabilities
may be limited since these transceivers struggle with different design trade-offs and
cannot be classified as a scientific-graded experimental equipment.

Despite the fact that LoRa was developed to be used in long-range applications,
the scientific community still does not have insights into long and ultra-long LoRa
links behavior. Moreover, the conclusions drawn from the existing experiments are
based on the grossly aggregate performance metrics, typically limited to long-term
average values of RSS and packet loss, while temporal analysis of the link behavior
was not performed. In addition, no work reports calibration of RSS indicator, which
limits the accuracy and scope of the conclusions.

To bridge the identified gaps in the current state of the art, we developed a novel
LoRa transceiver with improved characteristics in terms of sensitivity and immu-
nity to external interferences. Furthermore, we optimized the transceiver in terms of
power consumption and physical dimensions. The characteristics of the transceiver
were verified in both laboratory and real operating conditions in the field. The

results of the laboratory experiments revealed that the transceiver’s sensitivity is
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5dB higher than the one specified for the LoRa modem IC used to implement the
transceiver. Furthermore, the sensitivity comparison tests showed that the sensi-
tivity of the novel LoRa transceiver is 15-25dB higher than the sensitivity of two
widely adopted commercial transceivers, namely Libelium and Uputronics. In addi-
tion, the laboratory tests revealed outstanding results in terms of power autonomy,
yielding up to 10.9 years using 5 Ah lithium-polymer battery, when three 9-byte
payload messages are sent per day, using SF = 10 and BW = 125 kHz.

On the other hand, the field tests showed that novel transceiver exhibits lower
susceptibility to the external interferences in comparison to Libelium and Uputron-
ics. Namely, during the strong interference bursts, where the novel LoRa transceiver
was receiving packets simultaneously with two commercial transceivers, it recorded
no packet loss, while Uputronics and Libelium experienced moderate and high packet
loss, respectively. Furthermore, when interference bursts were strong enough to dis-
able packet reception on commercial transceivers, the novel LoRa transceiver expe-
rienced moderate packet loss.

Field experiments also investigated long and ultra-long LoRa links in two typical
propagation scenarios: LOS and obstructed LOS. The testbeds included propaga-
tion paths over both land and seawater, exploring link lengths of 22, 28, 112, and
316 km. The investigation was conducted for a variety of LoRa parameters, de-
ploying three different spreading factors, SF € {7,10, 12}, within the bandwidth
of BW = 125kHz, and using the fixed coding rate of CR = 4/6. The parame-
ters were selected to exploit different trade-offs offered by the LoRa technology in
terms of data rate, power consumption, and sensitivity. Additionally, several differ-
ent transceivers were deployed in each experiment to operate simultaneously in two
ISM bands: 868 MHz, and 434 MHz.

To enable accurate measurements and valid conclusions, the calibration of RSS
indicator of each transceiver was performed, and their linearity was investigated.
We found that the RSS indicators are linear in a wide range of input signal levels,
up to -50dBm, and that they are self-coherent, but there is a constant difference
between actual signal power and the one reported by the indicator. In the case of

the novel LoRa transceiver, that difference yields 8.8 dB and 6.7 dB in 868 MHz and
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434 MHz frequency band, respectively.

In addition, we investigated the saturation region of the SNR measurement chain
and found that for the input signal levels higher than —~100 dBm the measurement
chain goes to the saturation. This implies that the analysis of SNR values recorded
for the higher signal levels is not accurate and should not be adopted as a reliable
parameter to assess the link quality.

The experimental results showed that LoRa transmission over seawater is fully
feasible over distances up to 22 km if the LOS condition is provided. This conclusion
is valid for both frequency bands of interest, namely 868 MHz, and 434 MHz. In
addition, it can be assumed that such links are feasible for virtually any combination
of LoRa parameters since the experimental parameters are selected to cover each
LoRa mode, as mentioned earlier. The link margin indicates that higher distances
may be achieved since it is in the range of 15-25dB, depending on the frequency
and LoRa parameters deployed. The significance of the results is amplified by the
fact that low-cost omnidirectional COTS antennas were used at both sides.

Temporal analysis of the link behavior, in this case, showed that RSS did not
fluctuate significantly. The fluctuations were caused by multipath propagation ef-
fects, which were not pronounced since the peak-to-peak value in the worst case was
5dB. This, however, did not cause problems at the reception side. Since the RSS
was remarkably high in almost all experiments in this group, the analysis of SNR
was limited because the measurement chain was at the onset of the saturation prac-
tically all the time. Packet reception rate was constantly high, nearly without any
packet loss except in the case of Libelium transceiver, which experienced significant
packet loss for SF = 7, and, unexpectedly, for SF = 12. To find the cause of this
packet loss, further investigation is needed since the remaining transceivers in the
experiments did not experience such packet loss.

The experiments carried out on 28 km long obstructed LOS propagation path
over seawater revealed that such links are not possible in either band of interest
using omnidirectional antennas with standard-compliant output power. However,
using bulky and higher gain antennas, the packet reception was possible on 434 MHz

due to diffraction effects on the knife-edge obstacle. Nevertheless, it has to be noted
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that the link quality, in this case, cannot be guaranteed.

Next, the experiments performed over 112 km long LOS path over land revealed
that such links do not pose a challenge for LoRa technology in either of the frequency
bands of interest. However, Libelium transceiver again experienced very high packet
loss for SF = 7 which requires further investigation since the other receivers did
not record any significant packet loss. This experimental scenario was particularly
challenging in terms of interference since the receivers were placed at a very high
altitude (1406 m above sea level) which provided favorable conditions for the different
radio-interference to be coupled due to LOS propagation conditions in almost every
direction. However, most of the time transceivers were able to maintain an almost
flawless packet reception rate, except when very strong interference bursts were
occurring. During these intervals, the increased immunity of the novel transceiver
was clearly demonstrated since it succeeded to maintain significantly higher packet
reception rate than commercial transceivers. The RSS was fluctuating significantly
during experiments in this group, implying the strong multipath propagation effects.
Despite the fact that the novel transceiver was occasionally recording the lowest
RSS, it maintained the highest packet reception rate, which confirms its lowest
noise floor and highest sensitivity. Finally, it should be pointed out that low-cost
COTS omnidirectional antennas were deployed at both sides and in both frequency
bands of interest, which makes the results even more interesting.

The feasibility of ultra-long LoRa links in LOS mode over land was investigated
over 316 km long link in both frequency bands of interest. It was demonstrated that
such links are possible on both frequencies of interest deploying omnidirectional
antennas. However, this is valid only for novel LoRa transceiver since commercial
transceivers were not able to receive packets. The packet reception rate during the
experiments was degraded only during the strong interference bursts; the rest of the
time, PRR remained at almost maximum value. It has to be noted that even on
these link lengths, the novel LoRa transceiver provides approximately 5dB of link
margin.

A cumulative analysis of the parameters such as RSS, SNR, PRR, and packet

loss, delivers several interesting observations. Namely, the experiments revealed that
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the packet reception rate may not necessarily be the lowest for the lowest spreading
factor within a fixed bandwidth. Counterintuitive, it can be the highest, while the
use of higher spreading factors may result in lower packet reception rates. This could
be explained by very long packet airtime, above 1 second, for the highest spreading
factor which significantly increases the probability for intermittent interference to
impair packet reception. In addition, it was observed that RSS and SNR fluctu-
ations were increasing with increasing the spreading factor, which might also be
the consequence of increased packet airtime. This implies, again counterintuitive,
that the highest sensitivity LoRa operation mode may not yield the highest packet
reception rate - this, however, depends on the level of the radio-interference present
in the channel during packet reception.

To provide more general conclusions, this research study needs to be extended
by performing long-term field experiments in which the link parameters would be
recorded for months in continuity. In addition, the experimental setup should be
upgraded to monitor weather conditions at both ends, and a real-time spectrum
analyzer should be deployed on the receive side to record the spectrum while nodes
are receiving the packets. Such an approach would provide the framework to corre-
late LoRa technology capabilities with environmental factors and with the level of
interference in the communication channel in real operating conditions in the field.

However, the results presented in this work have several important implications.
Firstly, the scientific experiments involving LoRa technology can be now performed
using an optimized general-purpose LoRa transceiver with calibrated RSS indicator
and determined operating range of SNR measurement chain. Consequently, the
insights gained in such experiments would be accurate and would not depend on the
peculiarities of the experimental setup. Secondly, the experimental results show that
the LoRa technology is suitable to be used in very long range applications which
are particularly important in the implementation of disaster preventions systems,
such as e.g. early warning systems for volcano eruptions since the height of the
volcano provides very long LOS trajectories in all directions. Finally, the low power
consumption and cost of the developed transceiver allow for simpler deployment and

maintenance which is of paramount importance for remote location deployments.
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